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Why Cryptography?
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Why Cryptography?

Unsecured Network Of Communication
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Goal: Efficient algorithms with the following functionalities:

Confidentiality
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Symmetric and Asymmetric Key Cryptography

Symmetric Encryption
)

Secret Same key Secret
key key
B Encryption B Decryption B
Plain Text Cipher Text Plain Text

Asymmetric Encryption
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Symmetric-Key Cryptography

Symmetric-Key Cryptosystem

P C VP € P,K c K,

Dk(ék(P)) =P
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Symmetric-Key Cryptography

Symmetric-Key Cryptosystem

P C VP € P,K c K,

Dk(ék(P)) =P

e.g., Block ciphers, stream ciphers, hash functions, MACs, ...
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Block Cipher

Ke{o0,1}"

P e {0,1}" E Ce{o,1}"
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Iterated Block Cipher
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Cryptanalysis Perspective: Left-Right Distinguishing Game

E:P x K — Cis a block cipher and I is a random permutation

M
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Cryptanalysis Perspective

| Key Recovery
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My Contributions in Cryptanalysis

Primitive Distinguisher Key Recovery | Venue
AES Eurocrypt 24
QARMA Differential, Weak-Key FSE 25
ARADI ,
PRESENT, GIFT, BAKSHEESH | Impossible Differential CHES 25
PRESENT, GIFT Integral ACNS 23
TinyJambu-192/256 Differential FSE 23
TinyJambu-128 Integral Indocrypt 22
KNOT, ASCON Integral Latincrypt 21
Integral DCC 25
QARMAV2 FSE 23
ChiLow Eurocrypt 25
FRAST Differential, Weak-key
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Cryptanalysis Perspective

Key Recovery
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Cryptanalysis Perspective

Key Recovery
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Classic Distinguishers in Cryptanalysis

Key Recovery
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Integral/Zero-Sum Distinguisher
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Key Recovery Using Integral/Zero-Sum Distinguisher

Key Recovery

P X = R(P)=0=EP F(C@K), for the correct key K
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Key Recovery Algorithm

procedure FOO(C C {0,1}™ of size 2™)
for K € {0,1}" do
S=0
for CeC do
S=S¢ F(CaK)
if S # 0 then
Discard K
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Key Recovery Algorithm

procedure FOO(C C {0,1}™ of size 2™) procedure BAR(C C {0,1}™ of size 2™)
for K € {0,1}" do for K€ {0,1}" do
S=0 S=0
for C € C do for C € {0,1}" do
S=S¢ F(CaK) S=Sa F(CaK)Ge(C)
if S # 0 then if S £ 0 then
Discard K Discard K

Ge(C) =

1, if occurrences of C is odd in C
0, if occurrences of C is even in C

&1«2&&/- . —  Motivation e 15/44



Key Recovery Algorithm

procedure FOO(C C {0,1}™ of size 2™) procedure BAR(C C {0,1}™ of size 2™)
for K € {0,1}" do for K€ {0,1}" do
S=0 S=0
for C € C do for C € {0,1}" do
S=S¢ F(CaK) S=Sa F(CaK)Ge(C)
if S # 0 then if S £ 0 then
Discard K Discard K

BAR = Convolution for each K,

FrGe(K)= P F(CoK)G(C)
Ce{0,1}m
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The BAR matrix

FrGe(K)= P F(Ke)6e(C)

Ce{o,1}m
[F0®0) F(0®1) F(O0®2) F(O®3) F(O0®4) FO®5) FO®6) FO®T)] Ge(0)
F(1®0) F(lel) F(l®2) F(1®3) F(1e4) F(leb) F(la6) F(la7) Ge(1)
F2®0) F(2®1l) F(2®2) F(2@3) FQ®4) F2®5) F2®6) F(2aT) Ge(2)
F3®0) F3d1l) F(3@¢2) F(3@3) F(3@4) F(B®5) F(B3®6) F3aT) o Ge(3)
F(4®0) F(49l) F(4e2) F(4e3) FAe4d) FAeb) F(4e6) FAaT) Ge(4)
F(5®0) F(5@1) F(5®2) F(5®3) F(B®4) F(Be5b) F(5@6) FBaT) Ge(5)
F(6®0) F(6@®1l) F(6®2) F(603) F(6D4) F(6D5) F(606) F(6BT) Ge(6)
F(T®0) F(T®l) F(7T®2) F(7T@3) F(T®4) F(T®5) FT®6) FT®T)) Ge(7)
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The BAR matrix

F(0®0) F(O@1l) FO®2) FO®3) F(O®4) FO®5) FO®6) FO8T)
F(1®0) F(1lel) F1e2) FA1e3) F(le4) F(1e5) F1e6) F(laT)
F2®0) FRel) F2®2) FRa®3) F(2®4) F(2®5) F@6) F(2a7)
F3®0) FB@l) FB®2) FB@®3) F(3®4) F(3®d5) F(B3@6) F3a7)
F(4®0) F(4e@l) FMA®2) FMA®3) F(4o4) F(A4d5) F(Aa6) F4oT)
F(5®0) FbBel) FBb®2) FB@3) F(5®4) F(5®5) F(b®6) F(5a7)
F(6®0) F(6@1) F(6®2) F(623) F(604) F(6B5) F(6626) F(67)
F(T®0) F(Tel) F{T®2) FT7®3) F(T®4) F(7®5) F(7Te6) F(Ta7)
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The BAR matrix

F(0®0) F(O0O®l) F(O®2) FO®3) FO®4) FO@5) FO®6) FO®T)
F(l®0) F(1el) F(1le2) F(1e3) F(1e4) FA1@5) F(le6) F1a7)
F2®0) F2®l) F(2®2) FR®3) F(2®4) FR@5) F(2a6) F2d7)
F(3®0) F3®1l) F(B®2) FB®3) FB®4) FB@5) FB®6) FB3ad7)
F(4®0) F(4®l) F(4®2) F(4®3) F(A4d4) F(A@5) FAo6) FAaT)
F(5®0) F(b®1l) F(B®2) FbL®3) Fbo4) FB@5) F(5a6) FbaT)
F(6®0) F(6®l) F(6®2) F(603) F(63%4) F(O6E5) F(606) F(O6B7)
(F(7T®0) F(7e®l) F(7®2) F(T$3) F(T®4) F(T®b) F(71$6) F(7Ta7)
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The BAR matrix

[ F0®0) FO®1) FO®2) FO®3) FO®4) FO®5) FO®6) FO®7T)
F1e0) Fl®l) F1l®2) F(1e3) Fled4) FLa5) Fle6) F1aT)
FRa0) FRol) F®2) Fe3) FRod4) FR@5) FRa6) FRaT)
F3®0) FGB@®l) FB®2) FB®3) F3®4) F3@5) F(3@6) F(3a7)
F4®0) FA®l) F(A®2) F(A4e3) FAo4) F(Aa5) FAa6) F(AaT)
F500) FB®1) F(B®2) FGe3) F5o4) FBE®5) FG®6) FBoT)
F6©0) F(6®1) F6®2) F(6©3) F(604) F(6D5) F6DH6) F6D7T)
F(7®0) FTe®l) FT®2) F7T®3) F(Ta4) FTas) FT®6) FTaT)
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The BAR matrix

[FO®0) FO®1) FO®2) FO®3
F(1®0) F(1lel) F1e2) F1le3

FO®4) F(O0&5) FO&6) FO®7)]
Fl®4) F(1®5) F(1a6) Fla7)

) (

) (
F2®0) FQRel) FQR®2) FQ2®3) FQ2®4) FQ2®5) FQ2@6) FQRa7)
F3®0) F(B@l) F(B®2) F(B®3) F(3®4) F(B3®5) F(B3®6) F(Ba7)
F(4®0) F(4el) F(4e2) F(4®3) F(4a4) F(4as) F(4a6) FEar)
F(560) F(B5a1l) F(5®2) F(5®3) F(5644) F(5®5) F(536) F(5&7)
F(60) F(6@1) F(6®2) F(6®3) F(604) F(6®5) F(6D6) F(6©7)
F(7®0) F(7el) F(Te2) F(7®3) F(Ie4) FTe5) FIe6) FIaT) |
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Properties of BAR matrix M,

¢ M= (Mm% D X Hpm), Hnlirj] = 527 (~1)"
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Properties of BAR matrix M,

¢ M= (Mm% D X Hpm), Hnlirj] = 527 (~1)"

1 1 1
-1 1 -1
1 -1 -1
-1 -1 1

1 1 1
Hi ] Ho = =

1
V21 -1

= =
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Properties of BAR matrix M,

¢ M= (Mm% D X Hpm), Hnlirj] = 527 (~1)"
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1 1 1 1
1 |1 1 111 -1 1 -1
H1i=— Ho = =
V2 (1 -1 211 1 -1 -1
1 -1 -1 1
In General H,, = L -1 Hm
2m/2 Hmfl _Hmfl
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Properties of BAR matrix M,

¢ M= (Mm% D X Hpm), Hnlirj] = 527 (~1)"

1 1 1 1
111 1 111 -1 1 -1
Hi=— Ho = =

V2 (1 -1 211 1 -1 -1
1 -1 -1 1

In General H,, = L |Hm-r Fm

2m/2 Hmfl _Hmfl

° . A divide-and-conquer algorithm, complexity =
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Properties of BAR matrix M,

¢ Mpy = 2(Hm x D x Hpn), Hnli ] = 525(~1)7
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Properties of BAR matrix M,

o Mm = Qim(,Hm x D x Hm)v Hm[iaj] = ﬁ(_l)i.j
o D=H, x ./\/l?,,, where M?n is the first column of M,,
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Properties of BAR matrix M,

o Mm = Qim(,Hm x D x Hm)v Hm[iaj] = ﬁ(_l)i.j
o D=H, x ./\/l?,,, where M?n is the first column of M,,

1
meC:ﬁ(meDme)xC

_ 2%(%,,, % (Hm x M%) % (Hm x C)))
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Properties of BAR matrix M,

o Mm = Qim(,Hm x D x Hm)v Hm[iaj] = ﬁ(_l)i.j
o D=H, x ./\/l?,,, where M?n is the first column of M,,

1
meC:ﬁ(meDme)xC

1
= 5 (M (Him % MD) * (Hm x C)))
o Complexity: —
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Properties of BAR matrix M,

o Mm = Qim(,Hm x D x Hm)v Hm[iaj] = ﬁ(_l)i.j
o D=H, x ./\/l?,,, where M?n is the first column of M,,

1
meC:ﬁ(meDme)xC

_ 2%(%,,, % (Hm x M%) % (Hm x C)))

e Complexity: —

e For m=32: —
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Plan of this Section

2. Integral Attack On AES
FHT-based Integral Attack

Partial Sum Technique
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Zero-Sum Property On AES
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Zero-Sum Property On AES
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Zero-Sum Property On AES




Integral Attack On AES

X(K, C) = S(Kq @ S3(K3 @ C3) @ Sp(Ka @ Cp)
& 51(K1 D C1) D SO(KO ) CO))
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Integral Attack On AES

X(K, C) = S(Kq @ S3(K3 @ C3) @ Sp(Ka @ Cp)
& 51(K1 D C1) D SO(KO ) CO))

procedure FOO(C C {0,1}3? of size 23?)

m ﬁ EEE for K = (K4K3KoK1Ko) € {0,1}% do

S=0

for Ce C do
S=Sex(Ka ()

if S # 0 then Discard K

&Z Z :’z Shibam e — Integral Attack On AES e 26/44
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Integral Attack On AES Using FHT [Todo et al. |

procedure BAR(C C {0, 1}3? of size 232)
for K4 € {0,1}® do
for K = (K3KaK1Kp) € {0,1}32 do

S=0

for C € {0,1}32 do
S=Sa&x(K® C)Ge(C)

if S # 0 then
Discard K

h Z :’z Shibam e — Integral Attack On AES e 27/44



Integral Attack On AES Using FHT [Todo et al. [TA14a]]

For each K4 € {0,1}%:

8-bit
32-bit —_— 32-bit
Wrong [ I Even 9
0000....00 —=2—> 100101000 X(O [=>) 0) X(O @ 1) <“——— 0000....00

Right

Odd
0000....01 S 5 100000000| | X(1®0) x(1®1)----

<«—— 0000....01

odd

0000....10 M9y 160101011 x(200) x(2®1)---- <«—— 0000....10

E

o001 %5 |goo1111| | x(1@0) x(1®0) = o000....11
K3K1K1Ko 4 2%

111110 MM 5 141101000 &Y

111111 s, 100101001 @ <

(- J
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Integral Attack On AES Using FHT [Todo et al. [TA14a]]

For each K4 € {0,1}%:

8-bit
32-bit —_— 32-bit
Wrong [ I Even 9
0000....00 —=2—> 100101000 X(O [=>) 0) X(O @ 1) <“——— 0000....00

Right

Odd
0000....01 S 5 100000000| | X(1®0) x(1®1)----

<«—— 0000....01

odd

0000....10 M9y 160101011 x(200) x(2®1)---- <«—— 0000....10

E

o001 %5 |goo1111| | x(1@0) x(1®0) = o000....11
K3K1K1Ko 4 2%

111110 MM 5 141101000 &Y

111111 s, 100101001 @ <

(- J
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Integral Attack On AES Using FHT [Todo et al. [TA14a]]

For each K4 € {0,1}%:

8-bit
32-bit - 32-bit

, wiong o000 ] N Even 7
0000....00 —"2—» 00101000 x(0®0) x(0®1) ----- x(0® (2% - 1)) <«——— 0000....00
000001 B8" 5 100000000 | X(1®0) x(1&@1) ... x(0&® (2 ~1)) < o001
0000....10 Mng o 160101011 x2®0) x2®1)---- x(0® (232 -1)) <€ 000,10

P Eve
000011 Wy ogqo1111| | x(1B0) X(1@0) -+ x(0 @ (2% — 1)) [0] | «&=— oo
K3K1K1Ko 4 X Logm

111110 MM 5 141101000 &Y
111111 s, 100101001 @ <

(- J

X 8
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The Problem with Finite Field Arithmetic

e xxG(K)=)> x(CaK)G(C) VS xxG(K)=)x(CaK)G(C)

e We need functions whose output is an and not an element of



The Problem with Finite Field Arithmetic

e x*xG(K)= ) x(CaK)G(C) VS xxG(K)=px(CaK)G(C)

e We need functions whose output is an and not an element of
e Todo et al. | | proposed to consider 8 outputs separately



The Problem with Finite Field Arithmetic

e xxG(K)=)> x(CaK)G(C) VS x=xG(K)= x(Ca K)G(C)
C C
We need functions whose output is an and not an element of

Todo et al. | | proposed to consider 8 outputs separately

yxG(K) = x(CaK)G(C) x * G(K) = (ox(Ca K)G(C)
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The Problem with Finite Field Arithmetic

e xxG(K)=)> x(CaK)G(C) VS x=xG(K)= x(Ca K)G(C)
C C
We need functions whose output is an and not an element of

Todo et al. | | proposed to consider 8 outputs separately

yxG(K) = x(CaK)G(C) x * G(K) = (ox(Ca K)G(C)
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The Problem with Finite Field Arithmetic

e xxG(K)=)> x(CaK)G(C) VS x=xG(K)= x(Ca K)G(C)
C C
We need functions whose output is an and not an element of

Todo et al. | | proposed to consider 8 outputs separately

yxG(K) = x(CaK)G(C) x * G(K) = (ox(Ca K)G(C)

XO*G(K):< x°(<’$K)G(‘i)>%2 XI*G(K):< xl("?ﬁK)G(())%Z ------------ x’*G(K):< x’((FK)G(<')>%2

h’z"a/— ° — Integral Attack On AES e 29/44
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Partial Sum Technique [FKL"00]

Y(K®C) = S5(Ks @ S3(Kz ® C3) @ So(Ko @ C2) @ S1(Ky @ C1) @ So(Ko @ Co)))



Partial Sum Technique [FKL"00]

Y(K®C) = S5(Ks @ S3(Kz ® C3) @ So(Ko @ C2) @ S1(Ky @ C1) @ So(Ko @ Co)))

[ Kq }@{S(Kﬁ 3)}@{5(K2+ 2)}@{5(K1+ 1)}@{5(Ko+ o)}

248
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Partial Sum Technique [FKL"00]

Y(K®C) = S5(Ks @ S3(Kz ® C3) @ So(Ko @ C2) @ S1(Ky @ C1) @ So(Ko @ Co)))

[ Kq }@{S(Kﬁ 3)}@{5(K2+ 2)}@{5(K1+ 1)}@{5(Ko+ o)}

248

| K Jo[stke+ o) fo[Stat o[ A0 |
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Partial Sum Technique [FKL"00]

Y(K®C) = S5(Ks @ S3(Kz ® C3) @ So(Ko @ C2) @ S1(Ky @ C1) @ So(Ko @ Co)))

[ Kq }@{S(Kﬁ 3)}@{5(K2+ 2)}@{5(K1+ 1)}@{5(Ko+ o)}

248

| K Jo[stke+ o) fo[Stat o[ A0 |

248
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Partial Sum Technique [FKL"00]

Y(K®C) = S5(Ks @ S3(Kz ® C3) @ So(Ko @ C2) @ S1(Ky @ C1) @ So(Ko @ Co)))

[ Kq }@{S(Kﬁ 3)}@{5(K2+ 2)}@{5(K1+ 1)}®{5(Ko+ o)}

248

[k Jplstke+cylefstke+ e[ A

248
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Plan of this Section

3. Partial Sums Meet FHT (Eurocrypt 2024)
Packing Technique

Results
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Partial Sums Meet FHT

Basic Idea

We follow the general structure of the partial sums attack

Replace each partial sum with FHT

e However, rearrange the steps to make it FHT compatible

Rearrange the steps again to reduce memory complexity

5 7z . —  Partial Sums Meet FHT (Eurocrypt 2024) e 31/44



Attacks on 6-Round AES

ln

Cipher Rounds Data Time Technique and Source

AES 6 232 CP 271 Enc. Square [ ]
6-23 CP 252 S-pox Eval. Square & Partial sums | ]
21 ACPC 2™ Enc. Boomerang | ]
233 CP 252 S-box Eval. Square & Partial sums | |
6-23 CP 252 Add. Square & FHT | ]
226 Cp 280 Enc. Mixture Differential [ ]
255 ACPC 280 Enc. Retracing Boomerang | ]
2797 ACPC 2'8 Enc. Boomeyong [ ]
259 ACPC 28! Enc. Truncated Boomerang | ]

CP Add. Square & Partial sums & FHT
’Zé,a/— —  Partial Sums Meet FHT (Eurocrypt 2024) e  32/44



Partial Sums Meet FHT

X(K® C) = S5(Ka @ S3(Ks @ C3) @ So(Ka @ C2) @ S1(Ki @ C1) @ So(Ko @ Co)))

{S(Kl + 1)}@{5(K0 + o)}

ﬂ 7 . —  Partial Sums Meet FHT (Eurocrypt 2024) e 33/44
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Partial Sums Meet FHT

X(K® C) = 5(Kas ® S3(Ks @ C3) @ S2(Ka @ C2) @ S1(Ky @ C1) @ So(Ko @ Cp)))

[5tka+ Co)es[s(ko + o)

Ag =[] of size 210 x 224, > 240 memory
for all (a1, Cy, C3) € {0,1}%* do
for all (Ko, K1) € {0,1}!° do

Ao[Ko. Kl][al, CQA Cg] — @ G(j[COA le CQA C3] . 1(50(C0 D Ko) @D 51(C1 D Kl) = 21)
Co.Cy

ﬂ 7 . —  Partial Sums Meet FHT (Eurocrypt 2024) e 33/44
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Partial Sums Meet FHT

for all (Ko, K1) € {0,1}%° do
for all Ky € {0,1}8 do
for all K3 € {0,1}® do

for all K4 € {0,1}8 do
K K K

for all K4 € {0,1}8 do
if sum[Ka] # 0 then
Ko, K1, K2, K3, K4 is not a valid key candidate

ﬂ 7 . —  Partial Sums Meet FHT (Eurocrypt 2024) e 34/44
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Complexities of Various Steps

Steps Time (uint64_t Addition) Memory (bits)
1 22% % (4 % 16 % 216) = 246 240
2 216 5 (28 % (4 % 16 x 210)) = 246 224
3 210 5 28 x (4 % 16 x 216) = 2% 216
4 | 210284284 (8x4x8x%28) = 28
Total 2488 240

ﬂ 7 . —  Partial Sums Meet FHT (Eurocrypt 2024) e 35/44
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Packing Multiple FHT’s

for all (Ko, K1) € {0,1}%° do
for all K € {0,1)8 do
for all K3 € {0,1}8 do

for all K4 € {0,1}8 do
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Packing Technique

e We assume that the attack is implemented using 64-bit operations in software
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Packing Technique

e We assume that the attack is implemented using 64-bit operations in software
e Computing one convolution (results one bit information) is a waste of resources
o We compute several convolution in parallel and pack the results in 64-bit

X+ 6(K) = (Px(C & K)G(C) = ()

X% G(K) = ( (CBK)G( )) %2| X' G(K) = ( X(CeK)G( ))%z X% G(K) = ( Y (C @ K)G( )) %2

}r

56 49 a2 35 28 21 14 7

P S(a3 @ ka) - Aslks]las] = > _(27°S7 (K@ C) + -+ + S°(K @ C))As[ks][as]

as as
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How large should b be?

56 49 42 35 28 21 14 7

}v

How should b be?
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How large should b be?

56 49 42 35 28 21 14 7

}v

How should b be?

e Ensure: SI(Ke C) <2bvj?
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How large should b be?

56 49 42 35 28 21 14 7

}v

How should b be?
e Ensure: S/(K@ C) < 2PV ?
e SI(K® C) ~ Binomial(128,1/2)
o 1=64,0=14/2
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How large should b be?

56 49 42 35 28 21 14 7

}v

How should 5 be?
Ensure: /(K@ C) < 2PV ?
S/(K @ C) ~ Binomial(128,1/2)
p="640=4/2
o If b=17, ,
o Pr(SI(Ke C) > 27) is extremely small
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How large should b be?

56 49 42 35 28 21 14 7

}v

How should b be? How should b be?
e Ensure: SI(Ke C) <2bvj? e Ensure: No Overflow
e S/(K@ C) ~ Binomial(128,1/2)
o u="64,0=142

e Ifb=17, ,
o Pr(S/(K® C) > 27) is extremely small
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How large should b be?

56 49 42 35 28 21 14 7

}v

How should b be? How should b be?
e Ensure: SI(Ke C) <2bvj? e Ensure: No Overflow
e SI(K® C) ~ Binomial(128,1/2) e 7b< (64—n) = b<7
o u="64,0=142
o Ifb=7,

o Pr(S/(K® C) > 27) is extremely small
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Complexities of Various Steps

Steps | Time | Memory
1 246/7 240
2 246/7 224
3 246 /7 16

4 248/8 28
Total | ~ 2% 240
Complexity: Time , Memory
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Complexities of Various Steps

Steps | Time | Memory
1 246/7 240
2 246/7 224
3 246 /7 16

4 248/8 28
Total | ~ 2459 240
Complexity: Time , Memory
Low Memory Variant: Time , Memory
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Integral Attack on 6-Round AES

FHT+Part. Sums FHT Part. Sums

AWS Instance m6i.32xlarge r6i.32xlarge | m6i.32xlarge
Running Time(m) 48 3120 4859
Total Cost (USD) 5 418 497

In Conclusion: Our attack is 65 times faster and 83 times cheaper
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The Improvement Matrix

AES | Kuznyechik | MISTY1 | CLEFIA

Rounds 6 6 7 8 (Full) 12
230

Improvement Factor | 2° | 20 26 23
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Conclusion

Partial Sum Meet FHT Without Packing
'S}
Todo et al's FHT

6 or 12 times Improvement

Partial Sum Meet FHT Without Packing
Vs
Partial Sum

8 times Improvement

(One Sbox ~ One 32-bit Addition)

20 times Improvement

Partial Sum Meet FHT With Packing
VS
Todo et al's FHT With Packing

60 times Improvement

( 16 parallel Sbox using AESNI)

Partial Sum Meet FHT With Packing
VS
Partial Sum With Parallel Sbox
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Open Questions

e FFT-based techniques for ciphers over (GF(p))
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e Applications: Prime field masking, MPC,
e AES-prime (Eurocrypt 2023):
GF(2%) vs. GF(2" —1), x = x"t vs. x — x°
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Open Questions

e FFT-based techniques for ciphers over (GF(p))

e Applications: Prime field masking, MPC,
e AES-prime (Eurocrypt 2023):
GF(2%) vs. GF(2" —1), x = x"t vs. x — x°

e Can similar packing techniques be applied in other contexts?
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