ﬂTU
Revisiting Differential-Linear Attacks via a = cicnee

PASSION

BOOmerang Perspective TECHNOLOGY

Applications to AES, Ascon, CLEFIA, SKINNY, PRESENT, KNOT, TWINE, WARP,

LBlock, Simeck, and SERPENT

Hosein Hadipour Patrick Derbez  Maria Eichlseder

> hsn.hadipour@gmail.com



Research Gap and Our Contributions
#"\ Research Gap

® How to formulate the correlation for more than one S-box layer?

® How to (efficiently) find good DL distinguishers?
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Research Gap and Our Contributions
#"\ Research Gap

® How to formulate the correlation for more than one S-box layer?

® How to (efficiently) find good DL distinguishers?
&> Contributions

@ Generalizing the DLCT framework [Bar+19] to handle multiple rounds.

® Introducing an efficient method to search for DL distinguishers applicable to:
= Strongly aligned SPN primitives: AES, SKINNY
= Weakly aligned SPN primitives: Ascon, SERPENT, KNOT, PRESENT
= Feistel structures: CLEFIA, TWINE, LBlock, LBlock-s, WARP
= AndRX designs: Simeck
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Some Motivating Examples

v
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Security of AES Against Differential /Linear Attacks

Ko K1
M f:: —C‘) ,f::SB,ﬁ:: SRVF*MC@ & @SB@SR MC
— - RL)L/nd 1 - — Round 2 -
K> Ks
T Y
- Round 3 — Round 4 —
P4 rounds < 2%, CF ounds < 2 °
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A 4-round DL Distinguisher for AES

X() K() Y[] Z() W(] X1 Kl Yl Z1 W1 X2
SB SR mc [444 44 sp (4444 ¢ 4 mc
4 4 4
44 i il id
X, K, Vs Z W, X, K Ys Zs Wy X,
: SB SR MC [T B SR MC ﬁ
] d 44 VY| d 44 dd 4

u=1rm=3,r,=0, p=22400 p_ =766 o2 _1 prg? — 2-31.66

AXp 00005200000000£58£0000000070000 A X7 0000000000000000000000000000b400
X4 0032000000ab00000066000000980000 -

263.32 V.S 2150
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Boomerang Analysis

&
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Boomerang Distinguishers [Wag99]

A —> E:F]—TFj ]—»V

0<PA S V)2
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Boomerang Distinguishers [Wag99]
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Boomerang Distinguishers [Wag99]
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Boomerang Distinguishers [Wag99]

A—»[ E, E ]—»V
Eu
p= ]P)(Al — Az)
o — - -
q=DP(Vy = V3)
Vz —_— E/ _— V3
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Boomerang Distinguishers [Wag99]

A—»[ E, E ]—»V
Eu
p= ]P)(Al — Az)
o — - -
q=DP(Vy = V3)
Vz —_— E/ _— V3
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Boomerang Distinguishers [Wag99]

A—'[ E, Eg ]—>V e P2 o P4

P(Ps ® Py = A1) = p*q? Cp <-mmmmmr2mann L G
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Sandwiching the Differentials! [DKS10; DKS14]

Py

N
P Py

AV
=
Ve Va
""""""""""""""""" Cy
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Sandwiching the Differentials! [DKS10; DKS14]

Pl\\ P3\ A
=Lp =l p
z3
— Ay
22 g,

Ty

P(P3& Py = A1)~ p? x r x g°
r:IP’(A2<:>V3)
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Boomerang Connectivity Table (BCT) [Cid+18]

DDT
Al > AQ
\%IT\
Vi < \Y%
! DDT 2

BCT(A1, Vo) = #{X € F)|STH(S(X) @ Vo) &S HS(X B A) B V,) = A}

P(A; 2 V,) =27"-BCT(A1, V)
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Generalized BCT Framework (GBCT) - |

X1 Ay Xz Ay

Aq

Vi

0 XDDT(A1, Az) = {X : S(X) (a2} S(X (a2} A1) = Az}, DDT(Al, A2) = #XDDT(A1, Az)
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Generalized BCT Framework (GBCT) - |

X1 Ay Xz Ay

Aq Ay

V1 Vo

0 XDDT(A1, Az) = {X : S(X) (a2} S(X (a2} A1) = Az}, DDT(Al, A2) = #XDDT(A1, Az)

Q Xeer(A1,Va2) = {x: STHS(x) D V2) ® STH(S(x ® A1) ® Va) = A1}, BCT(A1, V) = #Xscr (A1, Va)
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Generalized BCT Framework (GBCT) - |

X1 Ay Xz Ay

Aq Ay

V1 Vo

0 XDDT(A1, Az) = {X : S(X) &) S(X &) A1) = Az}, DDT(Al, A2) = #XDDT(A1, Az)
Q Xeer(A1,Va2) = {x: STHS(x) D V2) ® STH(S(x ® A1) ® Va) = A1}, BCT(A1, V) = #Xscr (A1, Va)

@ UBCT(A1, Ao, V) = #{x : x € Xser(Ar, V2) N Xoor(A1, As)} [WP19]
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Generalized BCT Framework (GBCT) - |

X1 Ay Xz Ay

Aq Ay

Vi1

Vo

0 XDDT(A1, Az) = {X : S(X) &) S(X &) A1) = Az}, DDT(Al, A2) = #XDDT(A1, Az)
Q Xeer(A1,Va2) = {x: STHS(x) D V2) ® STH(S(x ® A1) ® Va) = A1}, BCT(A1, V) = #Xscr (A1, Va)
@ UBCT(A1, Ao, V) = #{x : x € Xser(Ar, V2) N Xoor(A1, As)} [WP19]

@ LBCT(AL, V1, V) = #{x : x € Xser(A1, Va) N Xopr(V1, V2 )} [DDV20; SQH19]
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Generalized BCT Framework (GBCT) - |

X1 Ay Xz Ay

Aq

Vi1

Vo

0 XDDT(A1, Az) = {X : S(X) (a2} S(X (a2} A1) = Az}, DDT(Al, A2) = #XDDT(A1, Az)

Q Xeer(A1,Va2) = {x: STHS(x) D V2) ® STH(S(x ® A1) ® Va) = A1}, BCT(A1, V) = #Xscr (A1, Va)

@ UBCT(A1, Ao, V) = #{x : x € Xser(Ar, V2) N Xoor(A1, As)} [WP19]
@ LBCT(AL, V1, V) = #{x : x € Xser(A1, Va) N Xopr(V1, V2 )} [DDV20; SQH19]
0 EBC'I‘(A].7 Az, Vl, Vz) = #{X X E XBCT(Ah VQ) n XDDT(Aly Az) M XDDT(Vh Vz)} [BOU+20; DDV20]
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Generalized BCT Framework (GBCT) - I

= Double Boomerang Connectivity Table (DBCT) [HB21]

A —— Ny
\ \V
- - V3

@ DBCT}_(Al, JAVH V3) = sz UBCT(Al, JAUR Vz) . LBCT(Az, Va, V3)
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Generalized BCT Framework (GBCT) - I

= Double Boomerang Connectivity Table (DBCT) [HB21]

| — A
\ \V
— V3

@ DBCT}_(Al7 JAVR V3) = Zv2 UBCT(Al, JAUR V2) . LBCT(AQ, Vo, V3)

@ DBCT_‘(Al7 Vo, V3) = EA2 UBCT(Al7 Az, Vz) . LBCT(Az7 Va, V3)
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Generalized BCT Framework (GBCT) - I

= Double Boomerang Connectivity Table (DBCT) [HB21]

—}
\ \V
— V3

© DBCT (A1, As, V3) = >, UBCT(A1, Az, V) - LBCT(A2, V2, V3)

@ DB(.’:']:'_<(A17 Vz, V3) = ZAz UBCT(Al7 Az, Vz) . LBCT(A2, Vz, V3)

(O] DBCT(A1, V3) = >, DBCT" (A1, Az, V3) = Y, DBCT (A1, V2, V3).
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Application of GBCT [HB21]

IIIIl @]

HEH

wuﬁt\
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T @W
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Application of GBCT [HB21]

. DDT D} DDT B DDT F DDT G

%A'&
(%]

20T

. DDT,, ppy, DT, fy _DDTy fov,

& &
& >
DDT
. (DDT .
S 6’0
C’], >
o <22L diy ShR €lo Lot .

&

.
& %

by DD ¢, (DDT g (DDT .  DDT .

DBCTotal = DBCT' (As, Bo, ¢s) - DBCT' (Bo, Ci2,d1) - DBCT '(EY, i, &) - DBCT ' (FL, &4, hs)
Priotas = Pr(dy &2 £,) - Pr(cs &2 £5) - Pr(Ciz 222 E{) - Pr(Ciz 225 F)

r=27"%". ZBQ ZCH Zgg Zfl’z ch Edl ZE{ EFS’ DBCTiotal - Priotal-
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Differential-Linear Cryptanalysis
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Differential-Linear (DL) Attack [LH94]

= P(A 5 A,)=p

= COm 25 N) =g

Assumptions (AX = X; & Xp):

1. E,, and E, are statistically independent
2. P(\p-AX =0)=1/2 when AX # A,

Cho-GBA- Q) = (_1)>\m'Am - pq® = £pg?
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Differential-Linear Attack Revisited [BLN14; BLN17]

= C(AX 25 \,) = C(AX, \)
= Assumptions:

1. E,, and E; are statistically independent

= Co G BA- G) = Xaxax CIAX - AX) - C3(AX, Ao)

G Hosein Hadipour, Patrick Derbez, Maria Eichlseder
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Sandwich Framework for DL Attack [DKS14; Bar+19]

= R(AX,AY) =C(AY - En(X) B AY - En(X & AX))
= CAo-AC) =Y axny (A, AX)R(AX,AY)-C2(AY, A,)

= Hosein Hadipour, Patrick Derbez, Maria Eichlseder
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Sandwich Framework for DL Attack [DKS14; Bar+19]

= R(AX,AY)=C(AY - En(X) & AY - En(X ® AX))

= COAC)=Y axny P(As, AX)-R(AX,AY)-C2(AY, \,)
= P(A AL =p

= R(Am,Am)=r

= COm 5 A) =g

= C(h-AC) % pre?
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Differential-Linear Connectivity Table (DLCT)

Differential-Linear Connectivity Table (DLCT) [Bar+19] A
1

For a vectorial Boolean function S : F; — 7", the DLCT of S is a
2" x 2™ table whose rows correspond to the input difference A; to S R

and whose columns correspond to the output mask A\, of S. The
entry at index (A, \,) is

DLCT(AI, )\0) = |DLCT0(A1, )‘o)| - |DLCT1(A1, /\0)|,
A; Ao
where DLCT(Aj, X)) = {x €F5: Ay - S(x) D Ao - S(x ® A)) = b}. 1
Corer (Ai, )\0) =2"".DLCT (Ai, )\o) A Ao
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Generalized DLCT Framework

v
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Upper Differential-Linear Connectivity Table (UDLCT)

X1 X2
Upper Differential-Linear Connectivity Table (UDLCT) o A .
For a vectorial Boolean function S : F§ — F7’, the UDLCT of S is a o '
27 x 2" x 2™ table. The entry at index (Aj, Ay, \o) is Co ES]
UDLCT(A;, Ay, Ao) = |UDLCTo(A;, Ao, A\o)| — [UDLCT (A, Ao, Ao)ls i i ,
Yl Ao Ao Y2
where UDLCT,(A;, Ao, Xo) = {x € F5 : S(x)® S(x® A)) =
A, and A, - A, = b}. A A,
CUDLCT (Aia A07 >\0) - 27” - UDLCT (Aia AO) A0) A \ )\
1 o
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Lower Differential-Linear Connectivity Table (LDLCT)

Lower Differential-Linear Connectivity Table (LDLCT) A

For a vectorial Boolean function S : F§ — F7’, the LDLCT of S is a o

2™ x 2™ x 2™ table. The entry at index (Aj, i, \o) is | N
LDLCT(Ai, i, )\O) = ‘LDLCTO(Ai, i, )\O)’ = |]'_.DLCT1(A17 i, )\O)’, i i ,
Yl Ao Ao Y2
where LDLCT,(Ai, Ai, Ao) = {x € FJ : X\, - S(x) =
)\o o S(X D AI) and >\i 0 Ai = b} Ai AO

Crprer (Ai, Aiy Ao) =277 - LDLCT (A, Aiy Ao)

il Hosein Hadipour, Patrick Derbez, Maria Eichlseder
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Extended Differential-Linear Connectivity Table (EDLCT)

Extended Differential-Linear Connectivity Table (EDLCT)

For a vectorial Boolean function S : F§ — F7’, the EDLCT of S is a o

27 x 2™ x 2™ x 2™ table. The entry at index (A;, Ao, Aj, Ao) is | N
EDLCT(Ai, Ao, A, )\0) = |EDLCT0(A1,AO,)\1,)\O)‘—’EDLCTl(Ai,AO,)\i,)\O)l, i i I
Yi X Ao Yo
where EDLCT, (A, Ao, Ai, Ao) = {x € FJ: S(x) ® S(x @ A;) =
A, and A\ - AN, - A, = b} A A,
CEDLCT (Aia AO7 >\i7 >\0) - 27” - EDLCT (Aia AO) Aiy AO) )\ \ )\
1 (o)
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Double Differential-Linear Connectivity Table (DDLCT)

A; \ A A
)\i )\m . )\o

DDLCT(Aj, Ao ) ZZUDLCT (Ai, A, Am)-LDLCT (Am, Ay Ao)
Am Am

55 Hosein Hadipour, Patrick Derbez, Maria Eichlseder
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Generalized DLCT Framework (GBCT)

= How to formulate the correaltion for more than 1 round?

Ai A() Ai \ A0 Ai \ Ao
Ai >\0 Al Ao )\1 AO
DLCT (Aj, Ao) UDLCT (A, Ao, Ao) LDLCT (Aj, Ai, Ao)
Ai \ Ao Ai \ Arn A()
)\1 )\0 A1 AIT'I . A0
EDLCT (A, Ao, Ai, Ao) DDLCT (Aj, Ao)
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Application of the Generalized DLCT Tables - AES (- differential - linear)

RO . RI . R2
MC [ B vc
B AK AK
Hlo:HEnuN - N
SR SR
oy Bl B B Fﬁ ﬁ
RO R1 R2

Z Curer(1, a, ) - Ceprer(e, 8,9,7) - Crorer(8,7,9) = —27 "%
057/8,’}/76
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Application of the Generalized DLCT Tables - TWINE (- differential - linear)

C(Ai, Xo) =D Poor(Ai, Am) - Covier (Am, Xo)

Ap,
=" Comer (A, Am) - Char (Am, o) -
Am

Crot(Ai, Ao) :(C2(Ai, Xo)-

Input/Output Differences/Linear-mask Formula Exp. Correlation

(A, Ao) = (0xb4, 0x67) _-T7.66 7.6t
(A, Xo) = (0x02, 0x02) 792 o793
(A, A\o) = (0x55, 0x55) _p-T7.99 o798
(A, A\o) = (0xbf, Oxef) 9805 8.6
(Ai; /\\o) = (Oxfe, OXOG) 72*8,26 72,3'25
(A, Ao) = (0x4b, 0x1a) _0—843 o844
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Differential-Linear Switches and Deterministic Trails

W
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Cell-Wise and Bit-Wise Switches

01 23 45¢6 7289 a

40
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3
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a

S(x)

1

A\M| 0
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Coocoowowmoooo RN o ® R
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Cell-Wise

and Bit-Wise Switches

Cell-wise switches:
DLCT(Aj;,0) = DLCT(0, A\,) = 2" for all

x 01234567389 abcdef
Sx) 40a7beld9 f6852cs3
A\Mo 1 2 3 4 5 6 7 8 9 a b c d e f

0]16 16 16 16 16 16 16 16 16 16 16 16 16 16 16 16

1116 0 0 0 000 0 0 0 0 0 0 0 0 0

216 8 8 0 0 0 8 -8 408 0 00 0 ™

3/16 0 -8 8 0 -8 8 0 00 0 0 -8 0 8

4|16 0 8 0 0 0 8 oo 8 0 o0 8 0

5/16 0 -8 0 0 0 -8 0 0 0 8 ofE@o 8 o0 Ai, Ao

6/16 8 8 8 0 0 -8 0 0 -8 0 0 0 0 0 8

7/16 0 8 0 0 8 -8 8 0 0 0 8 0 -8 0 0

8|16 0 0 ofE@M o o ofE@o o o 0 0

9|16 8 0o 3pM -8 0 8 0 8 0 -8 0 8 0 -8

all6 0 0 8 0 8 0 0 0 0 -8 0 0 -8 -8 -8

b|16 8 0 0 0 0 0 0 8 -8 8 0 0 -8 0

c|16 0 0 8 0 0 0 -8 00 8 0 0 0 -8

416 -8 0 0 0 -8 0 0O 0 8 0 O 8 0 0

e|16 0 0 0 0 8 0 8 0 0 -8 -8 0 -8 8 0

£/16 8 0 8 0 0 0 0 O -8 -8 0 0 0 -8 -8
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Cell-Wise and Bit-Wise Switches

x 0123456789 abecdef
S(x) 40 a7beld9 f6852c3

A\MO 1 2 3 4 5 6 7 8 9

o
o
a
a
®
Hh

016 16 16 16 16 16 16 16 16 16 16 16 16 16 16 16
116 0 0 0 000 0 0 0 0 0 0 0 0 0 . .

2l 5 8 o 0 8 8 5038 0o o o o ™ Cellwiseswitches:

316 0 8 8 0 8 8 0 000 0 8 0 8 DLCT(A;, 0) = DLCT(0, \,) = 2" for all
416 0 8 0 0 o0 -8 oo 8 o0 o0 8 0 A

5|16 0 8 0 0 0 80 0 0 8 oo 8 o is Ao

6|16 -8 8 8 0 0 8 0 0 80 0 0 0 0 8

7|16 0 8 0 0 8 8 -8 0 0 0 8 0 -8 0 0 o . )

816 0 0 oo o oo o0 o o o = Bit-wise switches:

9|16 8 o sl 8 o 8 0 8 0 8 0 8 0 -8 _ 1on ]

all6 0 0 8 0 8 0 0 0 0 -8 0 0 -8 -8 -8 DLCT(Ai, Ao) = 2" for Aj, Ao # 0
b|16 8 0 0 0 0 0 0O 8 8 8 0 0 8 0

c|16 0 0 8 0 0 0 -8 00 8 0 0 0 -8 = Example: (C(9,4) — 16

al6 -6 0 0 0 8 0 0 0 8 0 0 8 0 0 16

e|16 0 0 0 0 8 0 8 0 0 -8 -8 0 -8 -8 0

£/16 8 0 8 0 0 0 0 0 -8 -8 0 0 0 -8 -8
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Deterministic Bit-Wise Differential Trails (Forward)

x 0123456789 abecdef
S(x) 40 a7beld9 f6852c3

A;\Ao‘0123456789abcdef

A; =(0,0,0,0) > A, = (0,0,0,0)
A =(0,0,0,1) 5 A, = (7,1,2,7)
A;=(0,1,0,0) % A, = (1,7,2,7)
A;=(1,0,0,0) 2 A, =(1,1,7,7)
A; =(1,0,0,1) = A, = (2,0,2,7)
A; =(1,1,0,0) = A, = (0,7,2,7)
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Deterministic Bit-Wise Linear Trails (Backward)
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Bit-Wise Switches and Deterministic Trails
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Automatic Tools to Search for DL Distinguishers
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= Hosein Hadipour, Patrick Derbez, Maria Eichlseder
Loria, 13 May, 2024 - Nancy, France



Overview of Our Method to Search for Distinguishers

= Hosein Hadipour, Patrick Derbez, Maria Eichlseder
Loria, 13 May, 2024 - Nancy, France



Overview of Our Method to Search for Distinguishers
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Overview of Our Method to Search for Distinguishers

e differentially active S-box @ linearly active S-box ® common active S-box
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Overview of Our Method to Search for Distinguishers
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Usage of Our Tool

python3 attack.py -RU 6 -RM 10 -RL 6
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Example: A 5-round DL Distinguisher for AES

X() K() Y() Z() W(] X1 Kl Yl Zl Wl X2
A4 A4 A4 yY|
SB SR MC 4 SB SR MC
4 4 4 A4 ] 1
X2 K2 Y2 Z2 W2 X3 K3 Y3 Z3 W3 X4
sB SR MC pypw [T LT PPPPl SB Frpy SR pypw MC
1] 1] 1] 4 W
Xy Ky Yy Zy Wy X5
(T SB SR MC

n=Lrm=3n=1p

— 2400 p _ 9=T66 g2 _ p—24.00
) )

. prg? — 25566

AXp 001c00000000€200000000d£3000000 A X7 000000000000000000£7000000000000
' X5 21d3814d93b1ef228e923507£67383fd

I X4 00000000000000006700000000000000
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Example: Distinguishers for up to 17 Rounds of TWINE

= Comparing the data complexity of best boomerang and DL distinguishers

# Rounds ‘ Boomerang [HNE22] ‘ Differential-Linear | Gain

5 1 1 1

7 23.20 1 93.20
13 234.32 227.16 27.16
14 242.25 231.28 210.97
15 251.03 238.98 212.05
16 258.04 247.28 210.76
17 _ 259.24 _
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Example: Distinguishers for up to 17 Rounds of LBlock

= Comparing the data complexity of best boomerang and DL distinguishers

# Rounds ‘ Boomerang [HNE22] ‘ Differential-Linear | Gain

5 1 1 1

7 22.97 1 22.97
13 230.28 223.78 26.50
14 238.86 230.34 28.52
15 246.90 238.26 28.64
16 257.16 246.26 210.90
17 _ 258.30 _
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Example: Distinguishers for up to 8 Rounds of CLEFIA

= Comparing the data complexity of best boomerang and DL distinguishers

# Rounds ‘ Boomerang [HNE22] ‘ Differential-Linear | Gain

3 1 1 1

4 26.32 1 26.32
5 212.26 25.36 26.90
6 222.45 214.14 28.31
7 232.67 223.50 29.17
8 276.03 266.86 29.17
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Application to SERPENT

LJ: Experimentally verified

Cipher #R C — Ref.
3 27068 /' This work
4 91275 [DIKO08]
4 2-55% /' This work
5 91675 [DIKO08]
SERPENT 5 2-1110 /' This work
g 03918 This work
9 5650 [DIKO8]
9 25095 This work
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Application to Simeck

= LJ: Experimentally verified
Cipher #R C jm} Ref.
g8 1 v This work
Cipher #R C o Ref. 17 92237 [ZWH24]
7 1 V' This work 17 271389 This work
Simeck-32 14 271663 [ZWH24]  Simeck-48 18 27247 [ZWH24]
14 271392/ This work 18 21589 This work
19 2-17.89 This work
20 272189 This work
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Cipher #R C ] Ref.
10 1 v' This work

24 273813 [ZWH24]

. 24 272514 This work
Simeck-64 o5 94104 [ZWH24]
25 272714 This work

26 27303 This work




Contributions and Future Works
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Contributions and Future Works

Contributions

&> We generalized the DLCT framework from one S-box layer to multiple rounds
€ We proposed an automatic tool for finding optimum DL distinguishers
&> We applied our tool to almost any design paradigm

Future works

A Extedning the application of our tool to other primitives, e.g., ARX

A Extending our tool to a unified model for finding complete attack (key recovery)
B https://ia.cr/2024/255
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Properties of Generalized DLCT Tables - |

= DLCT(Aj, Ao) = DA UDLCT(Aj, Ao, Ao)

= UDLCT(A;, Ao, Ao) = (—1)2*DDT(A;, A,)

= LDLCT(Aj, Ai, Ao) = (—1)A"MDLCT(Af, o)

= EDLCT(A;, Ao, Aj, Ao) = (—1)NAi®AAoDDT(A;, A,)
= LDLCT(Aj, Ais Ao) = ) A, EDLCT(Aj, Ao, iy Ao)

= > LDLCT(Aj, Aj, Ao) = LAT(A, Ao)
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Properties of Generalized DLCT Tables - |l
= DDLCT(Ai, Ao) = DA, D, UDLCT (Aj, Am, Am) - LDLCT (Am, Am, Ao)

DDLCT(A;, Ao) ZDDT A, Ap) - DLCT(Am, Ao)

=N Z DLCT(Ai, Am) - LAT>(Am, Ao).
A
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