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Motivations

Post-Quantum Cryptography
o Popular families of schemes: Lattices & Codes based
o Subset-sum & LPN related to Lattices & Codes
« Better algo for subset-sum & LPN = Better algo for Lattices & Codes

Main drawback

HUGE amount of memory these attacks require
= Need for time-memory trade-offs

This work

New time-memory trade-offs for subset-sum & LPN
Main tool: Parallel Collision Search algorithm [vOW99]
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Collisions Search

Given: F,G : F} — F% with uniformly random outputs
Goal: Find z,y € F} s.t. F(x) = G(y)

T — F

=
P

F(z) = G(2
W =cw Recovering one collision:
Time: O (25)
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Collisions Search

Given: F,G : Fy — F% with uniformly random outputs
Goal: Find z,y € F} s.t. F(x) = G(y)

Birthday Paradox

=Gl(y)

Recovering one collision:
I/ Time: O (23)

Searching for 2™ collisions

o 2™ Birthday method: Time O (272 )
o Parallel Collision Search [vOW99]: Time O (zm;n
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PCS: High level Idea
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PCS in a Nutshell

Given: F,G : F} — F% with uniformly random outputs
Goal: Find 2™ (z,y) € (F§)? s.t. F(x) = G(y)

F
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Application 1: Random Subset-Sum Problem

Application 2: LPN
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Application 1: Random Subset-Sum Problem
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Random Subset-Sum (RSS) Problem

=(ay...a,) € (Lon)™
(e1...e,) €{0,1}" wt(e) =5  unknown
e = (a,e) mod 2"

GOAL: Given (a.t) find e € {0,1}"™ such that (a,e) =1

a
€
t

10
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Random Subset-Sum (RSS) Problem

ea=(ay...ay) € (Zon)™
ee=(e1...6,) €4{0,1}" wi(e)=2 unknown
e = (a,e) mod 2"

GOAL: Given (a,t) find e € {0,1}" such that (a,e) =1¢

Two new algorithms
e SS-PCS Better than previous work for 1/ < 20-02n
e SS-PCS, Better than previous work for 20137 < )f < 20-2n
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Previous Work

o MitM (Folklore algorithm): 7' = M = 2%
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Previous Work

o MitM (Folklore algorithm): 7' = M = 2%
o [SS81] Schroeppel-Shamir 4-list Algorithm: T =22, M = 2%
e [H-GJ10] Representation Technique. T = M ~ 20-33Tn

. [BCJ11]

o Improvement of [H-GJ10]: T = M ~ 20-291"
o Memoryless algorithm: T' ~ 20717

o [DDKS12] Best 20-01n < M < 20-17n

11
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MitM Algorithm

Goal: Find e s.t. (a,e) =1t

P Collision on/2

J
|(a,e1+e2)=t|

12
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Schroeppel-Shamir [SS81]

Goal: Find e s.t. (a,e) =t

[+ ]+ i+ N

13
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Schroeppel-Shamir [SS81]

Goal: Find e s.t. (a,e) =1

2n/4

[+ ]+ i+ N

2n/4

13
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Schroeppel-Shamir [SS81]

Goal: Find e s.t. (a,e) =1

[
I
[+ ]+ i+ N

) . . . .

ti €Ly, .ts€Lyst Dti=t| = [(aei+  +es) =t

2n/4

13
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Schroeppel-Shamir 4-list Algorithm

" I I I I
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Schroeppel-Shamir 4-list Algorithm

2n/4

on/4 R' =t—R mod 2%

n/4

14
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Schroeppel-Shamir 4-list Algorithm

2n/4

Collision
s g

R' =t— R mod 2%

n/4
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Schroeppel-Shamir 4-list Algorithm

2n/4
Collision
on/4 I R' =t— R mod 2%
g

n/4
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Schroeppel-Shamir 4-list Algorithm

2n/4
Collision
on/4 I R' =t— R mod 2%
T =0 (2/?)
S d

n/1 M =0 (21)

14
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Representations

Representation of e: (e;...e;) wi(e;) =35 Vi Y e;=e

Example
e; = (10001000) e = (10000001)
e; = (01000001) e, = (01001000)

(e1,e2) and (e, €)): representations of e = (11001001)

15
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Representations

Representation of e: (e;...e;) wi(e;) =35 Vi Y e;=e

Example
= (10001000) e/ = (10000001)

— (01000001) e, = (01001000
(e1,e2) and (e, €)): representations of e = (11001001)

Important remark

e €{0,1}", wt(e) =n/2

There are (Zﬁ) ~ 2""/? representations (e;,e,) of e

15
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Representation Technique: Needles and Haystack

Find e € {0,1}" s.t. (a,e) =7 mod 2"

X
= >y

~ & N

X

16
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Representation Technique: Needles and Haystack

Representation Technique

Find (e1,e3) € {0,1}™ x {0,1}" s.t. (a,e; +e3) =1 mod 2"
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Representation Technique: Needles and Haystack

Representation Technique

Find (e1,e3) € {0,1}™ x {0,1}" s.t. (a,e; +e3) =1 mod 2"

Without Rep. With Rep. , N
# search space: (n7}2) A on # search space: (n7/l4) g LR @
# solutions: 1 # solutions: (:’lﬁ) ~2V2 ©

16
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BCJ Memoryless Algorithm [BCJ11]

o wi(x) =%
e g(x) =(a,x) mod 2", 2"~ (,17;4)

e gi(x) =t—g(x) mod 2"

17
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BCJ Memoryless Algorithm [BCJ11]

o wi(x) =% 9(x) = g:(y)

e 9(x) =(a,x) mod 2", 2"~ ("))

|(a,x—|—y> =t mod 2"
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BCJ Memoryless Algorithm [BCJ11]

o wi(x) =% 9(x) = g:(y)

e 9(x) =(a,x) mod 2", 2"~ ("))

|(a,x—|—y> =t mod 2"

e gi(x) =t—g(x) mod 2"

BCJ Memoryless Algorithm

o Search a collision between

*— g and g;

\ clf x+y € {0,1}" and
(a,x+y) =t mod 2" re-

/’ ' turn x +y

o Else restart

17
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o wi(x) = § 9(x) = gi(y)
e g(x) = (a,x) mod 2", 2"~ () :
e gi(x) =t —g(x) mod 2" |<a,X+y>=t mod 2

BCJ Memoryless Algorithm

o Search a collision between
g and g

e If x+y € {0,1}™ and
(a,x+y) =t mod 2" re-
turn x +y

9(x) = g:(y)

o Else restart
y Fcoll. 27‘771/2
#rep.

17



BCJ Memoryless Algorithm [BCJ11] M

o wi(x) = § 9(x) = gi(y)
e g(x) = (a,x) mod 2", 2"~ () :
e gi(x) =t —g(x) mod 2" |<a,X+y>=t mod 2

BCJ Memoryless Algorithm

e Search a collision between

* g and g;
o If x+y € {0,1}" and
g(x) = g:(y) (a,x+y) =t mod 2" re-
turn x +y
o Else restart
Y #eoll. or—n/2

#rep.

T = @ (2071771)

17
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First Contribution: SS-PCS

e wt(x) = wi(y) =2 9(x) = g:(y)

e g(x)=(a,x) mod 2", 2"~ (nl,,ﬁ)

|<a,x+y> =1{ mod 2"

s gi(y) =t—g(y) mod 2"

18
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First Contribution: SS-PCS

o wt(x) =wt(y) =%

e g(x) =(a,x) mod 2", 2"~ ("))

n/4

e 9i(y) =1 —g(y) mod 2"

(x,y) gm
PCS = |9(x) = 9:(y)

9(x) = 9:(y)

|<a,x+y> =1{ mod 2"

¢ Generate 2™ collisions

e If 3x+y € {0,1}" and
(a,x+y) =( mod 2" re-
turn x +y

o Else Restart

18
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SS-PCS: Complexity

o wi(x) =wt(y) =4 9(x) = g:(y)
e g(x) = (a,x) mod 2", r~0.8lln
 9:(y) =1 —g(y) mod 2"

|<a,x—|—y> =1 mod 2"

X

o Generate 2™ collisions

PCS — 2 e lfix+ye {O, 1}n and
_ (a,x+y) =1t mod 2" return x +y

o Else Restart

19
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SS-PCS: Complexity

o wi(x) =wt(y) =4 9(x) = g:(y)
e g(x) = (a,x) mod 2", r~0.8lln
 9:(y) =1 —g(y) mod 2"

|<a,x—|—y> =1 mod 2"

X

« Generate 2™ collisions O (2%'”)

PCS — 2 e If 3x+y € {0,1}" and
_ (a,x+y) =1t mod 2" return x +y

o Else Restart
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SS-PCS: Complexity

o wi(x) =wt(y) =4 9(x) = g:(y)
e g(x) = (a,x) mod 2", r~0.8lln
 9:(y) =1 —g(y) mod 2"

|<a,x—|—y> =1 mod 2"

X

« Generate 2™ collisions O (2%'”)

PCS — 2 e fIx+ye{0,1}" and
_ (a,x+y) =1t mod 2" return x +y

e Else Restart O (2"‘*%*m)

19
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SS-PCS: Complexity

o wi(x) =wt(y) =4 9(x) = g:(y)
e g(x) = (a,x) mod 2", r~0.8lln
 9:(y) =1 —g(y) mod 2"

|<a,x—|—y> =1 mod 2"

X

« Generate 2™ collisions O (2%'”)

PCS — 2 e fIx+ye{0,1}" and
_ (a,x+y) =1t mod 2" return x +y

e Else Restart O (2"‘*%*m)

Time: O (20717n—%)

Space: O (2™)

19



RUHR-UNIVERSITAT BOCHUM M

SS-PCS in a Nutshell

o PCS behaves with g, g; as with independent random functions

o PCS returns uniformly random collisions

Experimentally checked

SS-PCS...

o requires O(2™) space
o takes times O (207177~ %)
e is better than previous work when m < 0.0174n

o is the BCJ memoryless algorithm when m =0
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SS-PCS trade-off

0.74

0.72

logT/n

0.68

0.66

| logT = 0.717n |
00174, e
l\ | | |
0.0l 0.02 003 0.04 0.05 0.06

log M/n

21
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Second Contribution: Set-up

o wi(x) = wi(y) = {5

e Random Ry, Ro, R3 € Zos and Ry =t — (Rl + Rs + Rg) 28
e f(x) =(a,x) mod 2°

* fr,(y) =Ri— f(y) mod 2°

(11 r,"llti)

%

22
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Second Contribution: Set-up

o wi(x) = wi(y) = 1l6

e Random Ry, Re,R3 € Zgs and Ry =t— (R1+ Ro+ R3) 2° = (” ,IM)
o f(x) = (a,x) mod 2°

e fr,(y) =Ri— f(y) mod 2°

| £x:) = fri(yi) <= (a,xi+y:) = R mod 2°

22
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Second Contribution: Set-up

o wi(x) = wi(y) = {5

e Random Ry, Ro, R3 € Zos and Ry =t — (Rl + Rs + Rg) 28
o f(x)=(a,x) mod 2°

* fr,(y) =Ri— f(y) mod 2°

(11 ”I(i)

%

[76<) = f(v:) < (a,x +y:) = B mod 2°
g
(a,x1+y1+ - +%x4+y4) =t mod 2°

22
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Second Contribution: SS-PCS,

f(x) =(a,x) mod 2® fg,(x)=R;— f(x) mod 2°

U]l U] [ 7] [ ]

23
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Second Contribution: SS-PCS,

f(x) =(a,x) mod 2® fg,(x)=R;— f(x) mod 2°

F ! ! F e Find 2™ collisions between

PCS PCS PCS PCS £ and fa,

(a,x1 +y1) 1 (a,%2 +y2f Ry (a,x3 +ys)| Rs (a,x4 +yaf Ry

23
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Second Contribution: SS-PCS,

f(x) =(a,x) mod 2® fg,(x)=R;— f(x) mod 2°

-F ! ! -F e Find 2™ collisions between

PCs PCs PCS PCs Pand fo.

o Discard inconsistent ones
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Second Contribution: SS-PCS,

f(x) =(a,x) mod 2® fg,(x)=R;— f(x) mod 2°

-F ! ! -F e Find 2™ collisions between

e e = e #and fa.
o Discard inconsistent ones

o Search for t1 + to + t3 +
ty =t

Schroeppel-Shamir

23
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Second Contribution: SS-PCS,

f(x) =(a,x) mod 2® fg,(x)=R;— f(x) mod 2°

-F ! ! -F e Find 2™ collisions between

PCs PCs PCS PCs Pand fo.

o Discard inconsistent ones

o Search for t1 + to + t3 +
ty =t

o lf d e = EXi—i-yi E
{0,1}" return e

Schroeppel-Shamir
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Second Contribution: SS-PCS,

f(x) =(a,x) mod 2® fg,(x)=R;— f(x) mod 2°

-F ! ! -F e Find 2™ collisions between

PCs PCs PCS PCs Pand fo.

o Discard inconsistent ones

o Search for t1 + to + t3 +
ty =t

o lf d e = EXi—i-yi E
{0,1}" return e

o Else restart

Schroeppel-Shamir

o with same R;

23
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Second Contribution: SS-PCS,

f(x) =(a,x) mod 2® fg,(x)=R;— f(x) mod 2°

-F ! ! -F e Find 2™ collisions between

PCs PCs PCS PCs Pand fo.

o Discard inconsistent ones

o Search for t1 + to + t3 +
ty =t

o lf d e = EXi—i-yi E
{0,1}" return e

o Else restart

Schroeppel-Shamir

o with same R;
o with different R;

23
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SS-PCS,: Complexity

o Find 2™ collisions between f and fg,

PCS PCS PCS PCS a a 0
o Discard inconsistent ones

o Search for t1+to+tz+ts =1t
e If 3ee{0,1}" return e

o Else restart

Schroeppel-Shamir

(a,0) =t o Same R;

o New R;

24
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SS-PCS,: Complexity

o Find 2™ collisions between f and fg,

= IO

PCS PCS PCS PCS a a 0
o Discard inconsistent ones

o Search for t1+to+tz+ts =1t
e If 3ee{0,1}" return e

o Else restart

Schroeppel-Shamir

(a,0) =t o Same R;

o New R;
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SS-PCS,: Complexity

o Find 2™ collisions between f and fg,

= IO

PCS PCS PCS PCS o o . A
« Discard inconsistent ones O (2)

o Search for t1+to+tz+ts =1t
e If 3ee{0,1}" return e

Schroeppel-Shamir o Else restart

(a,0) =t o Same R;

o New R;

24
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SS-PCS,: Complexity

PCS PCS PCS PCS

Schroeppel-Shamir

(a,e) =t

Find 2™ collisions between f and fg,

Discard inconsistent ones

@ (2771)

Search for t1+to+ts+ty =t O (227”/)

If 3e e {0,1}" return e

Else restart
o Same R;

o New Ri

24
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SS-PCS,: Complexity

o Find 2™ collisions between f and fg,

= IO

PCS PCS PCS PCS o o . A
« Discard inconsistent ones O (2)

o Search fort;+totts+ts =t O (227”/)
e If 3ee{0,1}" return e

o Else restart

Schroeppel-Shamir

fae) =t o Same R;
o (2437%74’”) = P[Rep.|R; good] !
o New R; O (23571) = P[R; good]f1

24
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SS-PCS,: Complexity

PCS PCS PCS PCS

Schroeppel-Shamir

(a,e) =t

Find 2™ collisions between f and fg,

Discard inconsistent ones O (2)
Search for t1+to+ts+ty =t O (227”/)
If 3e e {0,1}" return e

Else restart

o Same R;

o New Ri

@ (2757477173%)

24
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SS-PCS,: Complexity

o Find 2™ collisions between f and fg,

oo oom omm 00

i i i i o Discard inconsistent ones O (2)
o Search fort;+totts+ts =t O (227”/)
e If 3ee{0,1}" return e
Edfitoepnehamiy o Else restart O (27s—4m=3%)
(a,0) =t o Same R;
o New R;
s ~ log (n/"w) ~ 0.337n, m < 0.21n,

m’' ~m — 0.006n

Time: @ (20-849”—27”,)
Space: O (2")

24
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In a Nutshell

o PCS behaves with f, fr, as with independent random functions

o PCS returns uniformly random collisions
o (a,e;) mod 2° are independently and uniformly distributed.

SS-PCS,...

o requires O (2™) memory
« find a solution in expected time O (20-849m=2m) 'y < 0.21n.

o is better than previous work for 0.132n < m < 0.2n
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New Trade-offs

0.7

logT/n

0.5

0.4

logT = 0.71Tn

0.0174 ‘
10.132

| | |
5.10"2 0.1 0.15
log M/n
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Application 2: LPN

27
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Learning Parity with Noise

B
Fy Bery, IE'
. «— (s,a) + |z|

—)l(a,b: <a7s>+€)|

28
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Learning Parity with Noise

F5 S _)l(a’b:<a’s>+€)|
F, 2o [
. «— (s,a) + |z|

(Search)LPN

e s unknown
o« p< % e = 1 with probability p
o GOAL: Recover s given access to LPN oracle

28
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c-sum Problem [EHKMS18]

4
—

~

e Single-solution: (z1,...,x.) € L® : 21 +--- +
z. =0

o Solution: a set of IV distinct single-solutions

29
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c-sum Problem [EHKMS18]

4
—

~

e Single-solution: (z1,...,x.) € L® : 21 +--- +
z. =0

o Solution: a set of IV distinct single-solutions

+

_ klog c {+clog c+1
o (= —(l—s)logk . logN Z —a

o Assuming c-sums behave as independent

o c-sum Pb solved in time T and memory M

LPN solved in time 7'*°() and memory M'*T°() using N'*+°(1) samples

29
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Solving LPN with c-sum

GOAL: Solve As+e =10

30
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Solving LPN with c-sum
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a=a; +- - +a;,
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Solving LPN with c-sum

GOAL: Solve As+e =10 [ + = .
. 6; = Z;’:l 61'].
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w.p. p' =3 — 3(1—2p)t
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Solving LPN with c-sum

GOAL: Solve As4+e =10

/o t .
T
o Pilling-up Lemma: e, =1

w.p. p = % = %(1 —2p)t
o Majority vote

72
o -E
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Solving LPN with c-sum

GOAL: Solve As+e =0
o= Z; 1€i;
o Pilling-up Lemma e, =1
w.p. p =3 —3(1—2p)
o Majority vote
o Re-iterate
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Solving LPN with c-sum

GOAL: Solve As+e =10

.= Z;=1 €i;

o Pilling-up Lemma: ¢, =1
w.p. p/ =12 —3(1-2p)t

o Majority vote

o Re-iterate

Contribution

[EHKMS18]: ¢-sum via Dissection [DDKS12]
Our work: ¢-sum via PCS
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New c-sum-PCS Algorithm
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New c-sum-PCS Algorithm

92¢t/c

22Z/c

l
—>

f()7 f1 5 (ZQQUC)C/Q — Fg
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New c-sum-PCS Algorithm

¢
—>

for f1 1 (Zgaese)/? — T
[ fO(ilv . '/éc/Q) = Ll[ll] + e + LC/Q[ic/Q]
o f1ll14e/2> -+ s8c) = Ligesalicyoqr] + - + Lefic]

92¢t/c

fo(it, .- yics2) = filicjat1,-- s ic)
~ li
| Lafia] + - + Lelic] = 0]

22[/c
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New c-sum-PCS Algorithm

¢
—>

for f1 1 (Zgaese)/? — T
[ fO(ilv . '/éc/Q) = Ll[ll] + e + LC/Q[ic/Q]
o f1ll14e/2> -+ s8c) = Ligesalicyoqr] + - + Lefic]

92¢t/c

fo(it, .- yics2) = filicjat1,-- s ic)
~ li
| Lafia] + - + Lelic] = 0]

22[/c

Find N = ¢2%¢/¢ collisions between f, and f; with PCS
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Complexity analysis

Given a list L the ¢-sums (z1,...,2.) € L behave as independent
e Proved for ¢ = 2 [DRX17]
o Experimentally checked for ¢ = 4,¢ =7 [EHKMS18|

32



RUHR-UNIVERSITAT BOCHUM M
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Given a list L the ¢-sums (z1,...,2.) € L behave as independent
e Proved for ¢ = 2 [DRX17]
o Experimentally checked for ¢ = 4,¢ =7 [EHKMS18|

« Solves the c-sum problem in a list of size ¢22¢/¢

« Requires M = O (22¢/¢) memory and T' = O (2(%7%)2) time
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Complexity analysis

Assumption

Given a list L the ¢-sums (z1,...,2.) € L behave as independent
e Proved for ¢ = 2 [DRX17]
o Experimentally checked for ¢ = 4,¢ =7 [EHKMS18|

« Solves the c-sum problem in a list of size ¢22¢/¢

« Requires M = O (22¢/¢) memory and T' = O (2(%7%)[) time

PCS-BKW...

« Solves LPN in time T’ = 23t &) logemr (14e) gnqg memory
M = 2%logclozk(1+a)

o Is faster than [EHKMS18] for M < 90-35 155 %
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New Trade-offs

T I I
PCS — BKW
4 Dissection-BKW ||
Quantum — BKW
-sfo 3 |
1o
-~
&~
o0
< -
2 ° B
i e .
\ \ \ \ \ \
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Conclusion

This Work proposes
o Two new low-memory algorithms for subset-sum using PCS
o SS-PCS: Based on BCJ memoryless algorithm works best for 1/ < 20-02"
o SS-PCS4: works best for 20137 < M < 20-27
o PCS-BKW: A new low-memory algorithm for LPN using PCS

o Follows the idea of [EHKMS18]
o Improve the c-sum routine

k
o Works best for M < 20-3%1ea®
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What's next?
o Improving these trade-offs
o Applying similar ideas to other problem (e.g. Decoding, Lattice)?
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Conclusion

This Work proposes
o Two new low-memory algorithms for subset-sum using PCS

o SS-PCS: Based on BCJ memoryless algorithm works best for 1/ < 2"
o SS-PCS4: works best for 20-13™ < M < 20-27

o PCS-BKW: A new low-memory algorithm for LPN using PCS

o Follows the idea of [EHKMS18]
o Improve the c-sum routine

o Works best for M < 20‘35ﬁ
What'’s next?
o Improving these trade-offs

02n

o Applying similar ideas to other problem (e.g. Decoding, Lattice)?

Thank you for your timel!
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