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INTRODUCTION TO CODING THEORY

UNE ATTAQUE

An [n, k] linear code C over Fy is a k-dimensional subspace of IFZ.

Its size is M = g*, the information rate is R = % and the redundancy is n — k.
CODING THEORY m The generator matrix of C is a k x n matrix G whose rows form a basis of C,
i.e.
C:{xG|xe]Fg}.

The parity-check matrix of C is an (n — k) x n matrix H whose nullspace is
generated by the codewords of C, i.e.

c={yer|Hy =0}.

m The hamming distance between x,y € ]Fg isdy(x,y)=|{i| x; #yi}l.

The minimum distance of C is

d(C) = min {dn(c1,€c2) | €1,c2 € Candcy #Ca}.

FIGURE: If d(C) =3 FIGURE: If d(C




DECODING LINEAR CODES

UNE ATTAQUE
POLYNOMIALE DU §
OE MCELIECE BASE SUR

OB EORIGES Input: a Generator matrix G € FX*" of C and the received word y € g

The Decoding problem:

Output: A closest codeword ¢, i.e.
e e ceC : dy(c,y) =min{dy(&,y) | &cC}

( Decoding arbitrary linear codes: Exponential complexity ]

DECODING SPECIAL CLASSES OF CODES

Efficient decoding algorithms up to half the minimum distance for:

Generalized Reed-Solomon codes

Goppa codes [ Polynomial complexity ~ O (n3) ]

Algebraic Geometry codes

m Peterson, Arimoto, 1960
m Berlekamp-Massy, 1963 m Sakata, 1990

= Justensen-Larsen-Havemose-Jensen-Hgholdt, = Feng-Rao, Duursma 1993
1989 m Sudam, Guruswami, 1997

m Skorobogatov-Viadut, 1990




PUBLIC-KEY CRYPTOSYSTEMS

ANE ATV Different keys
POLYNOMIALE DU SCHEMA . R
DE MCELIECE BASE SUR LES (7 (public & private) w
CODES GEOMETRIQUES
Q !
Plain | ’ Plain
Text Text

PUBLIC-KEY CRYPTOSYSTEMS

MosST PKC ARE BASED ON NUMBER-THEORETIC PROBLEMS

=» It can be attacked in polynomial
time using Shor’s algorithm

Ecc \
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MCELIECE CRYPTOSYSTEM

UNE ATTAQUE
POLYNOMIALE DU SCHEMA
DE MCELIECE BASE SUR LES

CODES GEOMETRIQUES

-» McEliece introduced the first PKC based
on Error-Correcting Codes in

MCELIECE CRYPTOSYSTEM

Advantages:

| Fast encryption
(matrix-vector multiplication)
and decryption functions. > Large key size.

Drawback:

Interesting candidate for
post-quantum cryptography.

B R. J. McEliece.

A public-key cryptosystem based on algebraic coding theory.
DSN Progress Report, 42-44:114-116, 1978

o
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MCELIECE CRYPTOSYSTEM

UNE ATTAQUE
POLYNOMIALE DU SCHEMA
OE MCELIECE BASE SUR LES

CODES GEOMETRIQUES - t e N* = Error-correcting capacity of C\

Consider any triplet:

MCELIECE CR

=» [n, K]q linear code with an efficient decoding algorith\m
= Let G be a non structured generator matrix of C.

=» “Efficient” decoding algorithm for C which corrects up to ¢ errors.



MCELIECE CRYPTOSYSTEM

UNE ATTAQUE
POLYNOMIALE DU SCHEMA
DE MCELIECE BASE SUR LES
CODES GEOMETRIQUES
KEY GENERATION
Given:
McEliece Public Key: Ky, = (G, t)
N —— McEliece Private Key: KCsecret = (Ac)

v

ENCRYPTION

k
Encrypt a message m € Fg as

y=mG+e

where e is a random error vector of weight at most ¢.

v
Using Ksecret, the receiver obtain m. l




PROPOSALS
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)E MCELIECE BASE SUR LES
%

PROPOSALS

)

Several Proposals ]

Binary Goppa
codes

AG codes




GRS CODES

© The class of GRS codes was proposed by Niederreiter in
for code-based PKC.

% Sidelnikov-Shestakov in introduced an algorithm that
breaks this proposal in polynomial time.

Parameters Key size | Security level
[256, 128, 129]256 67 ko 2%




SUBCODES OF GRS CODES 1

UNE ATTAQUE
OMIALE DU SCHE
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o Berger and Loidreau in propose another version of the
Niederreiter scheme designed to resist the Sidelnikov-Shestakov
attack.

-» Main idea: work with subcodes of the original GRS code.

® Attacks:

% Wieschebrink: ( )
m Presents the first feasible attack to the Berger-Loidreau cryptosystem but is
impractical for small subcodes.
m Notes that if the square code of a subcode of a GRS code of parameters [n, k]q
is itself a GRS code of dimension 2k — 1 then we can apply
Sidelnikov-Shestakov attack.

% M-Martinez-Pellikaan: ( ) Give a characterization of the possible
parameters that should be used to avoid attacks on the Berger-Loidreau
cryptosystem.



SUBCODES OF GRS CcODES 11

UNE ATTAQUE
POLYNOMIALE DU SCHEN
)E MCELIECE BASE SUR LES
CODES GEOMETRIQUES

= Wieschebrick ( ) and Baldi et al. ( ) proposed other

variants of the Niederreiter scheme.

% Attacks: Couvreur et al. ( ) provide a cryptanalysis of these
schemes.



BINARY REED-MULLER CODES

MCELIECE BASE SUR LES
CODES GEOMETRIQUE

= The class of Binary Reed-Muller codes was proposed by Sidelnikov

in for code-based PKC.
% Minder-Shokrollahi in presents a sub-exponential time
attack.
Parameters Key size | Security level
[1024,176,128], | 22.5ko 272
[2048,232,256], | 59,4 ko 2%




AG CODES

)LYNOMIALE DU SCHEN
MCELIECE BASE SUF

 CODES CEOMETRIQUES. > In Janwa and Moreno propose to use AG codes for the
McEliece cryptosystem.

% This system was broken for:

Genus g = 0: by the Sidelnikov-Shestakov attack in

( GRS codes are Algebraic Geometry codes on the projective line. )

Genus g = 1: by Minder-Shokrollahi in

Genus g < 2: by Faure-Minder in

We can retrieve the model of the curve (in polynomial time) by
[ = Itis NOT broken ]

M-Martinez-Pellikaan-Ruano in

Parameters Key size | Security level
[171,109,61]128 16 ko 266




BINARY GOPPA CODES

MCELIECE BASE SUR LES
CODES GEOMETRIQUE

© The class of binary goppa codes was proposed by McEliece in
for code-based PKC.

v McEliece with Goppa codes has resisted cryptanalysis so far!!

P CODES Parameters Key size | Security level
[1024,524,101], 67 ko 282
[2048,1608,48], | 412 ko 2%




PROPOSALS
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A Subcodeg/0
0

)

Several Proposals ]

Binary Goppa
codes

g0




NOTATION

UNE ATTAQUE
POLYNOMIALE DU SCHEMA
DE MCELIECE BASE SUR LES
CODES GEOMETRIQUES .
- Foralla,b € Fj we define:
m Star Product: axb = (ayby,...,anbn) € Fg
n
m Standard Inner Product: (a,b) = Z ajb; € Fq
i=1
= For all subsets A, B C Fg we define:
DECODING BY ECP

m A+B = ({axb|ac Aandb ¢ B})
For B= A= Ax A is denoted as A®®)

m ALB < (a,b)=0 VacAandbec B



DECODING BY ERROR CORRECTING PAIRS

UNE ATTAQUE
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CODES GEOMETRIQUES

Let C be a linear code. We denote by:

* k(C) = dimension of C
* d(C) = minimum distance of C

ERROR-CORRECTING PAIRS (ECP)

Let C be an Fq linear code of length n. The pair (A, B) of Fq-linear codes of
length nis a t-ECP for C over if the following properties hold:

DECODING BY ECP
Bl (A«B)LcC An [n, k]q code which has a t-ECP over
E2 k(A) >t FFq has a decoding algorithm with
E.3 d(BY) >t complexity © (n").

E4 d(A)+d(C) > n.




DECODING BY ERROR-CORRECTING PAIRS (ECP) I

UNE ATTAQUE
POLYNOMIALE DU SCHEMA

D \MHHQ \;’\n\'wuu S Let:
CODES GEOMETRIQUES
=» C, Aand B be linear subspaces of IFg

2> ye IFZ be the received word with error vector e

Compute:
Ky={ac A|(y,axb) =0, forallb € B}

REMARK: CONDITION 1

If AxBCCt — Ky = Ke

DECODING BY ECP

Let J be a subset of {1,..., n}, define:

AJ)y={acAla =0,foralljeJ}

LEMMA 1: CONDITION 3

Let / = supp(e) and Ax BC C*. If d(BY) >t — A()) = Ky




DECODING BY ERROR-CORRECTING PAIRS (ECP) II

UNE ATTAQUE
\‘)\m\\\(\(t)\\:\ ;‘\ : B )\‘\(L‘ \L \\‘ \
LEMMA 2: CONDITION 2
If | = supp(e) and k(A) >t — Ja € Ky \ {0}
LEMMA 3: CONDITION 4
Leta € Ky \ {0} and define J = {j | a; = 0}. Then:
DECODING BY ECP If d(BJ—) > tthen | = SUPP(e) g J

If d(A)+ d(C) > n then there exists a unique solution to:

Hx" = Hy" such that x; # 0 for all j € J




DECODING BY ERROR-CORRECTING PAIRS (ECP) III

MCELIECE BASE SUR LES Compute:

CODES GEOMETRIQUE

Ky={acA|(y,axb)=0,foralb e B}

Find the zero space of a set of linear equations over Fq }

S

If Ky = 0 = The received word has more than t errors
- Else take a nonzero a € Ky = A(/) and define J = {j | a; = 0}

Finde € ]Fg by solving the following linear equation (which has a
unique solution):

Hx" = Hy" suchthat x;#0forjeJ

Solve linear equations over Fq

" J

[ Complexity: ~ O (n%) ]




GENERALIZED REED-SOLOMON CODES I

Let
m a=(ay,...,an) be an n-tuple of mutually distinct elements of Fq.
mb= (b1 5

.., bn) be an n-tuple of nonzero elements of Fg.
mkeN: k<n

The GRS code GRS(a, b) is defined by:

GRSk(a,b) = {b « f(a) = (b1f(a1),...,bnf(an)) | f € Fq[X]<k}




GENERALIZED REED-SOLOMON CODES II

UNE ATTAQUE
POLYNOMIALE DU SCHEMA
DE MCELIECE BASE SUR LES

CODES GEOMETRIQUES

PARAMETERS OF GRS (a, b)
The GRSk (a, b) is an MDS code with parameters [n, k, n — k + 1]q.

=» A generator matrix of GRSk (a, b) is given by

by o bn
by ay . bpnan
—_ kxn
Gap = : . : € Fq
b1a$_1 A bnaﬁ_1

’

DUAL OF A GRS CODE

The dual of a GRS code is again a GRS code. In particular:

GRSk (a,b): = GRS,_(a,c) for some ¢ explicitly known

-> The GRSk(a,b)* is an MDS code with parameters [n, n — k, k + 1]q.




t-ECP FOR GRS I

UNE ATTAQUE
POLYNOMIALE DU SCHEMA
DE MCELIECE BASE SUR LES

CODES GEOMETRIQUES

[ Note that: GRSk (a, b) * GRS;(a,¢) = GRSk.,_1(a,b*c)

Let
A= GRS;.¢(a,by), B=GRS(a,by) and
C = GRSy(a, by + by)t
then (A, B) is a t-ECP for C.

E.l1 AxB=GRSx(a, by xby)=C- = (AxB)LC
E.2 k(A) >t

E3 BY =GRS, ((a,c2) = d(BT)=t+1>t
E4 d(A)+dC)=(—1t)+(@t+1)>n



t-ECP FOR GRS I1I

MCELIECE BASE SUR LES
CODES GEOMETRIQUE

Conversely, let C = GRS, »s(a,b)
then

A= GRS;, (a,c) and B = GRS¢(a, 1)
is a t-ECP for C where ¢ € (Fq \ {0})" verifies that

¢t = GRS,_2(a,b)* = GRSy(a,c).

[Moreover an [n,n — 2t,2t + 1]q code that has a {-ECP is a GRS code. ]

24/51



ALGEBRAIC GEOMETRY CODES

MCELIECE BASE SUR LES
CODES GEOMETRIQUE

=» An AG code is defined by a triplet
( X, P E )
b)
> X (braiccurve of genus g over the finite field Fq

Algebraic Curve = Smooth, Projective and Geometrically
Connected Curve

Whose defining equations are polynomials with coefficients in Fq.




ALGEBRAIC GEOMETRY CODES

POLYNOMIALE DU SCHEN
MCELIECE BASE SUR LES

copmeRoMETEOT =» An AG code is defined by a triplet
( * : F 7 c >
Y N
> X (braiccurve of génus g over the finite field Fq

[ Algebraic Curve :/?Qoth, Projective and Geometrically ]

onnected Curve

Whose defining quétions are polynomials with coefficients in Fq.

> P=(Py,..., Pn)'is an n-tuple of mutually distinct Fq-rational points
of X
[ Dp denotes the divisor Dp = Py + -+ - + P ]




ALGEBRAIC GEOMETRY CODES I

POLYNOMIALE DU SCHEN
)E MCELIECE BASE SUR LES
CODES GEOMETRIQUES

=» An AG code is defined by a triplet

(X,P,EQ

- E ise\(q—divisor of X’ such that

supp(E) Nsupp(Dp) = 0



ALGEBRAIC GEOMETRY CODES II

UNE ATTAQUE
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DE MCELIECE BASE SUR LES

CODES GEOMETRIQUES

Di1vISORS ON CURVES

A divisor D on X is a formal finite sum:

D= > npPwithnp € Zand P € X
Pex

=» If np > 0 for all P € X then D is an Effective Divisor, (D > 0).
=» Support of the divisor D: supp(D) = {P | np # 0}

=» Degree of the divisor D: deg(D) = Z np deg(P)
Pex




ALGEBRAIC GEOMETRY CODES III

UNE ATTAQUE
POLYNOMIALE DU SCHEMA
DE MCELIECE BASE SUR LES

CODES GEOMETRIQUES

DIVISOR OF RATIONAL FUNCTIONS

The divisor of f € Fq(X) is defined to be:

= 3 veP- 3 ve(HP

P zero of f P pole of f

(Mo (Moo




ALGEBRAIC GEOMETRY CODES IV

UNE ATTAQUE
POLYNOMIALE DU SCHEMA
DE MCELIECE BASE SUR LES

CODES GEOMETRIQUES

SPACE OF RATIONAL FUNCTIONS ASSOCIATED TO THE DIVISOR E

L(E)={f€Fq(X)|f=00r(f)+ E >0}
Intuitively: f e L(E) <= f has enough zeros and not to many poles

dim(L(E)) > deg(E) +1—g
Furthermore, if deg(E) > 2g — 2 thendim(L(E)) =deg(E) +1—g




ALGEBRAIC GEOMETRY CODES V

UNE ATTAQUE

POLYNOMIALE DU SCHEMA =» Let us consider the trlplet

DE MCELIECE BASE SUR LES

<x, p,E>

= X is an algebraic curve of genus g over the finite field F.

= P s an n-tuple of distinct Fq-rational points of X.

= E is an Fq-divisor of X such that supp(E) Nsupp(Dp) =0

Since supp(E) N supp(Dp) = 0 the following evaluation map is well
defined:

oo evp: L(E) — Fg
f — evp(f) = (f(P1),...,f(Pn))

ALGEBRAIC GEOMETRY CODE (AG CODE)
The AG code associated to the triplet (X, P, E) is:

CL(X,P,E) ={evp(f) = (f(P1),...,f(Pn)) | f € L(E)}




ALGEBRAIC GEOMETRY CODES VI

UNE ATTAQUE
POLYNOMIALE DU SCHEMA
DE MCELIECE BASE SUR LES

CODES GEOMETRIQUES

= If{fy,...,f} is a basis of L(E) then

fi(P1) ... fi(Pn)
G= : c ]stn
f(P1) ... fk(Pn)

is a generator matrix of the code C, (X, P, E)

THEOREM I [PARAMETERS OF AN AG CODE]

LetC = C (X, P, E). If deg(E) < nthen
k(C) >deg(E)+1—g and d(C)> n—deg(E)

Moreover, if n > deg(E) > 2g — 2 then k(C) = deg(E) — g+ 1.




ALGEBRAIC GEOMETRY CODES VII

UNE ATTAQUE
POLYNOMIALE DU SCHEMA
DE MCELIECE BASE SUR LES DUAL OF AN AG CODE
CODES GEOMETRIQUES
Let:

= w be a differential form with a simple pole and residue 1 at P; for all
j=1,...,n

=> K be the canonical divisor of w.

Then
CL(XaP7 E)J- = CL(X7P7 EL)

with EL=Dp—E+K and deg(E*)=n—deg(E)+2g—2

THEOREM II [PARAMETERS OF THE DUAL OF AN AG CODE]

LetC =C (X, P, E). Ifdeg(E) > 2g — 2 then
k(Ct)>n—deg(E)—1+g and d(Ct)>deg(E)—2g+2

Moreover, if n > deg(E) > 29 — 2 then k(C*) = n—deg(E) —1+g




t-ECP FOR AG CODES I

UNE ATTAQUE
POLYNOMIALE DU SCHEMA
DE MCELIECE BASE SUR LES

CODES GEOMETRIQUES =» Consider the AG code

L
C:CL<X, P ,E)

THEOREM [PELLIKAAN - 1992]

The pair of codes (A, B) defined by

A=C/(X,P,F) and B=C/(X,P,E—F)

with deg(E) > deg(F) > t+ g is a t-ECP for C.

EPRERAE = Such a pair always exists whenever

deg(E) > 2g - 2 andt:t*:{w]

where d* = deg(E) — 2g + 2 is the designed minimum distance of C




t-ECP FOR AG CODES I1I

OLYNOMIALE DU SCHEN
)E MCELIECE BASE SUR LES
CODES GEOMETRIQUES

COROLLARY [MAIN COROLLARY]

LetC = C (X, P, E)* and B = C, (X, P, E — F) with deg(F) > t + g.

And let us define Ay = (B * C)*. Then (A, B) is a t-ECP for C

In order to compute a t-ECP for C = C, (X, P, E), it suffices to compute

a code of type

C.(X,P,E — F) forsome divisor F with deg(F) >t+g




POLY

NOMIALE DU SCHEN
)E MCELIECE BASE SUR LES
CODES GEOMETRIQUES

CONTEXT OF THE CRYPTOSYSTEM

s )

Public Key:
Kow= G and t*:{%J

where:
m Gis a generator matrix of the public code:

Cpub = CL(Xv P, E)L

m d* = deg(E) — 2g + 2 is the designed minimum distance of Cous

r
\

‘
J

=» Our t* seems reasonable if Ksecret is based on ECP.

d*—g—1 a1
t* = [7gJ S t= \‘ > J = actual error-correclioncapabilityofc

2

=» Future work!!!




CONSTRUCT C (X, P, E — F) WITH

THE P-FILTRATION deg(F) > t* + grROM C = C/ (X, P, E)-
o \(L)\\‘J e = Let P = P; be a point of the n-tuple P.
DE MCELIECE BASE SUR LES -» We focus on the sequence of codes:

CODES GEOMETRIQUES
B := (CL(X,P,E —iP1))jcn
WHICH ELEMENTS OF THE SEQUENCE DO WE KNOW?
From a generator matrix of Cpyp, = CL(X, P, E)J' one can compute
CL(X,P,E)

-» Computed by Gaussian elimination.

By = C(X, P, E).

By is the set of codewords of the code 1By which are zero at position P;.
P-FILTRATION =» Computed by Gaussian elimination.

v

[ The codes By and B are known. ]




EFFECTIVE COMPUTATION - CONSTRUCT C (X, P, E — F) WITH
ALGORITHM I deg(F) > t* + grrOM C = €/ (X, P, E)*-

' )

POLROMIRLE DD BCHEVS How to compute 5,?

MICELIECE BASE SUR
CODES GEOMETRIQUE

- If g > deg(E), then B? ¢ F,
= Ifdeg(F — P) =deg(E) — 1 > 2g + 1, then

B® = (x,P,E— P)® =/ (X, P,2E — 2P;)

Thus, Bs is the solution space of the following problem

zeBy and zxByC (B)® (1)

Let F, G be two divisors on X such that

deg(F) > 2g and deg(G) >2g+ 1

Then,
CL(X,P,F)«CL(X,P,G) =CL(X,P,F + G)




EFFECTIVE COMPUTATION - CONSTRUCT Cy (X, P, E — F) wiTH
ALGORITHM I deg(F) > t* + grrOM C = €/ (X, P, E)*-

UNE ATTAQUE
POLYNOMIALE DU SCHEMA
DE MCELIECE BASE SUR LES

CODES GEOMETRIQUES
THEOREM I: IF WE KNOW Bs_1 AND Bs WE CAN COMPUTE B 1
Bs1 is the solution space of the following problem
zeBs and zxBs_ 1 C (Bs)? A
If s> 1and g > deg(E) > 29 + s+ 1.
[ (t* + g) repeated applications of Theorem | determines the code B+ 4.
SoalcomruTels

38/51



EFFECTIVE COMPUTATION - CONSTRUCT € (X, P, E — F) WITH
ALGORITHM II deg(F) > t* + grrOM C = €/ (X, P, E)*-

UNE ATTAQUE
POLYNOMIALE DU SCHEMA

DE MCELIECE BASE SUR LES

CODES GEOMETRIQUES
We can do better by decreasing the number of iterations and relaxing the
parameters conditions = Algorithm ||

= Algorithm I:

By DB1 2B22B32 ... 2 Bpryg1 2 Bieyg
Solve (t* + g) systems of linear equations

= Algorithm II:

Bo2B1 2B22B42...2Bpig 2 Bpeyg
2
§5.1 CoMPUTE B

Solve 2[log,(t* + g)] + 2 systems of linear equations




CONSTRUCT Cy (X, P, E — F) wiTH

ALGORITHM I VS. ALGORITHM II

deg(F) > t* + grrOM C = €/ (X, P, E)*-

UNE ATTAQUE
POLYNOMIALE DU SCHEMA
DE MCELIECE BASE SUR LES

CODES GEOMETRIQUES -> Algorlthm H

Solve  (t*+g)  systems of linear equations

THEOREM I: IF WE KNOW Bs_1 AND Bs WE CAN COMPUTE B4

Bs.1 is the solution space of the following problem

zeBs and z*Bs_y C (Bs)®

§5.1 COMPUTE B

Ifs> 1 andg>deg(E) >2g+s+1.




UNE ATTAQUE
POLYNOMIALE DU SCHEMA

DE MCELIECE BASE SUR LES

CODES GEOMETRIQUES

§5.1 CoMPUTE B

ALGORITHM I VS. ALGORITHM II

CONSTRUCT C (X, P, E — F) WITH

deg(F) > t* + grrOM C = €/ (X, P, E)*-

=> Algorithm II:

Solve 2 [logy(t* +9)] +2 systems of linear equations

THEOREM I: IF WE KNOW BL ] AND BLSHJ WE CAN COMPUTE Bs
2

S
2
Bs is the solution space of the following problem

zeBs and Z*BogBL%J*B\-SHJ

2

fs>1 andg>deg(E) >2g4s+1.

41/51



THE ATTACK

UNE ATTAQUE

DE MC ;‘\\\‘\ \\‘\‘\; ’\‘\‘L‘ \L ‘\\‘
CODES GEOMETRIQUES * _ 1
Public Key: Ko = Couw =Cu(¥,P,E)  and t= {dng

The Algorithm: Suppose that g > deg(E).

STEP 1. Determine the values g and deg(E) using the following Proposition.

1
If2g +1 < deg(E) < En.

Then, deg(E) = k(C®) —k(C) and g=k(C?®)—2k(C) + 1

STEP 2. Compute the code B g = CL(X, P, E — (t* + g)Py), using one of the
algorithms described in §5.1
STEP 3. Deduce an ECP from B.

COROLLARY: LET B OF TYPE C; (X, P, E — F) wiTHdeg(F) > t* + g

THE ATTAC

Let us define Ay = (B = C)™. Then (A, B) is a -ECP for C = C,(X, P, E)*.




FROM DEGENERATE TO NON DEGENERATE I

)LYNOMIALE DU SCHEN
MCELIECE BASE SUF
CODES GEOMETRIQUE

-

.

Unfortunately the codes

Bi =Ci(X,P,E —iPy)

are degenerated for j > 0.




FROM DEGENERATE TO NON DEGENERATE II

UNE ATTAQUE
POLYNOMIALE DU SCHEMA
DE MCELIECE BASE SUR LES

CODES GEOMETRIQUES

AIM OF THIS SECTION

How to computer another code
Bi = CL(X7P7E_ F/)

with:
F' = F + (h) for some h € Fq(X) supp(F’)Nsupp(Dp) = 0

Remark: We do not need to compute h but just prove its existence.
=» Them following result allows to compute a generator matrix of

By 1+ from the codes B+ 1g and B g1

44/5



FROM DEGENERATE TO NON DEGENERATE III

UNE ATTAQUE
POLYNOMIALE DU SCHEMA

OE MCELIECE BASE SUR LES THEOREM

CODES GEOMETRIQUES

Let G be a generator matrix of B¢« g of the form:

0 Cq

G= , Where
0 Gy

(0]er) €Brig\Brigr
(0] G ) = gen. matrix of Beg1
Then the following matrix is a generator matrix for [3’,*+g
1 Cq

G=
N 0 Gy




COMPLEXITY

UNE ATTAQUE
POLYNOMIALE DU SCHEMA
DE MCELIECE BASE SUR LES

CODES GEOMETRIQUES

=» The costly part of the attack is the computation of the code B
— We can apply one of the algorithms of §5.1

e N

Computing:

a generator matrix of ¢(?

and then apply Gaussian elimination to such matrix
costs

o} ((IDH + (g)nz) ~0 (kznz) operations in Fg.

-» Roughly speaking the cost of our attack is about O ((A + 1)n4)

where:

A = Linear systems to solve depending on the chosen algorithm from §5.1
The term (X + 1) is the cost of computing a non-degenerated code.

COMPLEXITY
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EXAMPLES

-» We summarize in the following tables the average running times of our
algorithm for several codes.

=» The attack has been implemented with MAGMA.

=» The work factor w of and ISD attack is given. These work factors have
been computed thanks to Christiane Peter’s Software

Remark: ISD’s average complexity is

()

o <k2n @) ) operations in Fg
t




EXAMPLE I : HERMITIAN CURVES
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The Hermitian curve 74, over Fq with g = r? is defined by the affine
equation

Yr+ szr+1

=» This curve has Poc = (0 : 1: 0) as the only point at infinity.

Take:
2> E=mP,

- Pbethen=qgyq= 7 affine Fq-rational points of the curve.
The following table considers different codes of type

CL(Hr, P, E)* with n > deg(E) > 2g — 2.

[ g Tg] n [ k1 t ] w [keysize [ time |
72 21 343 193 54 284 163 ko 74 s
92 36 729 404 | 126 | 282 833 ko 21 min
112 | 55 | 1331 | 885 | 168 | 2°T" | 2730 ko | 67 min

TABLE: Comparison with Hermitian codes

w computed with Christiane Peters software



EXAMPLE II: SUZUKI CURVES
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OIS GO The Suzuki curves are curves X defined over Fq by the following equation

Y9 — Y = X% (X9 — X) with g = 2¢2 > 8 and gy = 2"

This curve has exactly:
- ¢? + 1 rational places
=» A single place at infinity Poo.

Take:
2 E=mP
=» P bethe q2 rational points of the curve.
The following table considers several codes of type

C (X, P, E)t with n > deg(E) > 29 — 2.

[g] g [ n [ Kk [ t] w J[keysize [ time |
[25] 124 [ 1024 [ 647 | 64 [ 270 [ 1220 ko | 30 min |

TABLE: Comparison with Suzuki codes

CURVES w computed with Christiane Peters software
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=» We constructed a polynomial-time algorithm which breaks the
McEliece scheme based on AG codes whenever

a*—g-—1
PR e e
<*{ 2 J

- COMPLEXITY: O (n“)

=» Future work: using the concept of Error-Correcting Arrays (ECA) or
well-behaving sequence obtain an attack for

-5
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