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Parameters:
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® a vector of weights w = (wp,...,wn—1)
® a target C
® a modulo M

The goal is finding u such that

(u,w) = C mod M



Formalization

Parameters:
® an integer n
® a vector of weights w = (wp,...,wn—1)
® a target C
® a modulo M

The goal is finding u such that
(u,w) = C mod M

The closer M is to 2", the harder the problem is. For now M = 2"
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Knapsack Generator by Rueppel and Massey!

&
LFSR|— f T
“Ug,Uq,... —— (., Ymod M|—vo,vi,va,...

//2"

l

S0, 51,52, .-

'Rueppel, R.A., Massey, J.L.: Knapsack as a nonlinear function. In: IEEE
Intern. Symp. of Inform. Theory, vol. 46 (1985)
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Public Secret

nand ¢ € N uc {0,1}"
fEFQ[Xl,...,Xn] wE{O,...,Qn—l}n

m is the number of outputs

Intermediate states
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Formalization of the Knapsack Generator

Public Secret

nand ¢ € N uc {0,1}"
fEFQ[Xl,...,Xn] wE{O,...,Qn—l}n

m is the number of outputs

Intermediate states

(ui)i>n Upyi = f(Ujy ..., Unyi—1)

(Ui)O7 .,m—1 U,’ = (U,‘, . Un+i—1)

VO, Vm— 1) Vi = (U,-,w) mod M

= (
(50,.. 5m 1) S = V,'//2€
= (00, ,0m-1) | vi = 2%s; + i, [0]0o < 2°
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The secret is unbalanced.



The secret is unbalanced.
For a secret of ~ 1024 bits, the seed (u) is only made of 32 bits.
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Layout

ApproxWeights(u, s(short)): Check Consistency (u’,w’,s(long)):
777 s’ = PRNG(u',w')

Return(w’) Return Boolean(s’ is close to s)



Layout

ApproxWeights(u, s(short)): Check Consistency (u’,w’,s(long)):
777 s’ = PRNG(u',w')
Return(w’) Return Boolean(s’ is close to s)

Full Attack(s):
For u’ € {0,1}™
w’ = ApproxWeights(u’, s(short))
If Check Consistency(u’,w’,s(long)) = True
Return (u’,w’)

End If
End For



Norms

° Ifv=(vo,...Vn-1), IV]|eoc = ie{or?.?,ﬁ—l}‘vi’
e If Mis a matrix, |[M|loc = max [[VM| s
fIv]lcc=1
Hence

WM lloo < [IV]loo|[M ]|



Attack of Knellwolf and Meier 2

ZKnellwolf, S., & Meier, W. (2011). Cryptanalysis of the knapsack
generator. FSE 2011
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Attack of Knellwolf and Meier 2

Uo
TR wlU =vmod M
U=
. =2+ 5 mod M
Um—l
w=vl mod M
T such that UT = I, mod M =2ST + 8T mod M

w—2T =6T mod M

Goal : Construct small T such that [|§ T||oe < M

ZKnellwolf, S., & Meier, W. (2011). Cryptanalysis of the knapsack
generator. FSE 2011
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Lattice Interlude: CVP and Babai Rounding

. 1 3
. M—<2 4>and

. L={aM | aecZ?

x = (-2,1.1)
B such that x= M, g = (5.1, —3.55)

X = [FIM = (-3,-1)
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Lattice Interlude: CVP and Babai Rounding
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Lattice Interlude: CVP and Babai Rounding

. [ ) . o °
o« X o )
. . . 1 1
. < . M_<1 —1> and
° ° ° EZ{(IM|OCGZ2}
x = (—2,1.1)

B such that x= M, § = (—0.45, —1.55)

X = [S1M = (~2,2)
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My variation

| have v = wU mod M and v = 2% + & with § small

. . . .
. . .

. oy o .
o2gg( . .

. . . .
. . .

. . . .

L={aUmod M |

Failed, this is not v, we call it v/

ez}

We compute w’ as
Ww'U=v mod M

Why is w’ close to w ?



Why does it work ? First Explanation
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Why does it work ? First Explanation

(w—WW=v-vmodM & (w-uw)=(-Vv)T modM
= Jlw = @lloo < [T lloollv = V'l

In KW case: [|w — 2T |loo = || T loo |8 ]ls0
But in our case ||w — w|loc < || T||oollv — V||, precisely
lw = @floo < v =Vl
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Why does it work ? Second Explanation

Y2
| already have [lv — v'[lao < 24 = [l — lloc < = (1)



Why does it work ? Second Explanation

2+1
| already have |[v — V/[|oo < 27! < [|w — W[ < ||2UL, (1)

If I call L= {aU mod M | a € Z"}, then

(v—v)eA=LNBno(2")

(w—w')eB=Z"NB <2Z+1>
"\ Ul



Why does it work ? Second Explanation

2+1
| already have |[v — V/[|oo < 27! < [|w — W[ < ||2UL, (1)

If I call L= {aU mod M | a € Z"}, then

(v—v)eA=LNBno(2")

(w—w')eB=Z"NB <2Z+1>
"\ Ul

By (1), BxUCA



Why does it work ? Second Explanation

2+1
| already have |[v — V/[|oo < 27! < [|w — W[ < ||2UL, (1)

If I call L= {aU mod M | a € Z"}, then

(v—v)eA=LNBno(2")

(w—w')eB=Z"NB <2Z+1>
"\ Ul

By (1), BxUC Aand lwant AC B x U



Why does it work ? Second Explanation

2+1
| already have |[v — V/[|oo < 27! < [|w — W[ < ||2UL, (1)

If I call L= {aU mod M | a € Z"}, then

(v—v)€A=LNBn(2")
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Why does it work ? Second Explanation

| already have [|v — v/l < 271 < [l — o/l < 27 (1)

lloo

If I call L= {aU mod M | a € Z"}, then

(v—v)eA=LNBno(2")

, , ol+1

y (1), BxUC Aand lwant AC Bx U
We will show that |B| > |A|
ol+1

5= Gl

J=1°
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Lattice Interlude n2: Fundamental domain
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. . . .

. . . . .
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. . . .

. . . . .
. . . .
vol(rectangle)

=125~1
vol(D) S~ 13



End of the attack

2€+1
U]l

B8] = (2] J=1°

2n(28+1 _ 1)n

2!7—!77

Al ~

For n =32 and m = 40 we obtain |B| > | A| for ¢ < 14.



B8] = (2]

|Af =

2€+1

Ul

J_

1)"

2n(2€+1 _ 1)n

2!7—!77

End of the attack

For n =32 and m = 40 we obtain |B| > | A| for ¢ < 14.

‘ 5] 10 | 15 | 20 |25
logo(|lw — 2T |s0) || 9.9 | 149 [ 19.8 | 247 | X
logs(||w — w'||s0) 36| 87 | 13.6 | 18.7 | 3L
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Knapsack Generator by Rueppel and Massey

&
LFSR | < poly T
“Ug,Uy,... —— (., Ymod M| — vo,v1,va,...
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J
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Generalized Knapsack Generator by Von zur Gathen and
Shparlinski®

“UgUp,... — {(,, ) —Qo, Q1, Q2, . ..

J

xq//2°

|

50,515 52y« - -

3yvon zur Gathen, J., & Shparlinski, I. E. . Predicting subset sum
pseudorandom generators. In Selected Areas in Cryptography: 11th
International Workshop, SAC 2004.
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Public Secret
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Formalization of the Generalized Knapsack Generator

Public Secret
nand ¢ €N u=(ug,...,up—1) €{0,1}"
fGFQ[Xl,...,Xn] w:(Po,...,Pn,l)GE”
& elliptic curve over [y,

m is the number of outputs

Intermediate states

(ui)i>n Unti = f(Ujy ..., Unyi—1)
Q Q=310 tisP;
Si si = xq.//2"

Jj xq = 2'si + 0;, 6; < 2°
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Elliptic curve Interlude

(x,y) such that y? = x*> + ax + b mod p

For xo:
® there is no P such that xp = xp

® there exists P such that xp = x_p = Xxp

For P = (xp,ypP), Q = (xq@,Yq)
YP—YQ

XP—XQ

* yr =yp — s(xp — xg)

® 5 —




Elliptic curve over [F,, Interlude - part 2
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x — x| <2 xp — xpr| < 2°
ly —y| <2 xq — xg| < 2°
((x+y) = (X" +y) <21 Ppr o ([xpro — xpryqr| < 2°)
Poy(I(x+y)— (X +y) <29 =13 =N

* If P+ Q =£(P+ Q) Prg(lxpro — xpriqr| <2°) =1




Elliptic curve over [F,, Interlude - part 2

Z &
x — x| <2 xp — xpr| < 2°
ly —y| <2 xq — xg| < 2°
((x+y) = (X" +y) <21 Ppr o ([xpro — xpryqr| < 2°)
Poy(I(x+y)— (X +y) <29 =13 =N

If P'+ Q' = +(P+ Q), Pprg(Ixprq — xpriql <2f) =1
If P/ + @ # £(P+ Q), Prr.g(|xpsq — xpriqr| < 29)

4
= Pr(|xp1+@ — xr| < 26) = %
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The problem

U U1 ... Up_1 Qo
Ui U ... Up @
(PO Pl Pnfl) X . =
Up—1 Un ... U2p-2 Qn-1

Naive attack : Guess u and §: O(2" x 2") operations



The problem

Up  Up41l -+ Ujgn-1 Qi

Up Upgl .. Upgp—1 Qi
(PO P ... Pn,1>>< . = :

U, Up41 .- Ujptn—1 Qi,



The problem

Up  Up4l -+ Ujtp-1 Qi

Up Upyl .. Upgpp—1 Qi
<P0 P1 Pn,1>>< . = .

Up, Ui+l -+- Upgn—1 Qi,

| want to go here in less than: O(2" x 2™) operations



Layout

Two steps:
*® Finding n/2 "good triplets” i,j, k such that U; + U; = Uy (in
)

® For each triplet, retrieving Q;, Q; by bruteforce.
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Bruteforcing Q;, Q;

| have 3 points Q;, Q;, Qx that | do not know but | know:
® s;,5;, sk the leading bits of xQ;, xQ;, xQy
® the relation Q; + Qj = Q«

Ai={Ri | xr;//2" = si} and A; = {R; | xg;/ /2" = s;}

P((Ri, Ry) € A1 x Az | v/ /2 = sk A (Ri, Ry) # (@i, Q)
Y4 235

~ |Aj x Aj] x o~
1€~ 1l

If £ small enough, | can bruteforce (Q;, Q;) and (—Qj, —Q;) out of
A; x A; in O(22) operations using si as a filter. They are not
distinguishable.



Finding Good Triplets

(U;,U;,U,) € {0,1}", if n = 1:

U; 0oj0j0jO|1|1|1]1
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Finding Good Triplets

(U;,U;,U,) € {0,1}", if n = 1:

U, [o0fJoJofof1[1[1]1
Ui |o0fo0|T|1][0|0]|T]|1
U |0|T|0[1|0|T[0]1

(Ui+U; Jofofif1]1]1]2]2]

P(U,‘—}—UJ’ = Uk) :3/8
If n>1, P(U,'—i-Uj = Uk) = (3/8)"
U,‘GA, UJ'GB, UkGC, |A|:|B’:|C|:N

3

E( good triplets ) = N3 <8>



Finding Good Triplets

(U;,U;,U,) € {0,1}", if n = 1:

U; 0{0j0|0j1|1]1]|1
U, 0jo0oj1j1j0|10|1|1
Uy 0(j1j0j1|0|11|0|1
Uity fofof1]11[1]2[2]
P(U;+Uj:Uk):3/8
|fn21,P(U;+Uj:Uk):(3/8)”
U,‘GA,UJ'EB,U;(GC,|A|:|B’:|C|:N
. 5 (3)
E( good triplets ) = N 3

For now N ~ (%)"/3
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A Sub-Quadratic Algorithm

The good triplets have a bias as w(Uy) = w(U;) + w(U;).
Then we often have w(U;) ~ w(U;) ~ n/3 and w(Uy) ~ 2n/3
1. function FINDTRIPLET(A, B, C,¢)
2: A/<—{U;€A|W(U;)§n/3—|—6}

3: B/%{UJGB‘W(UJ)SH/:’)—FG}
4: for all U;,U; € A x B’ do

5: if U,'—I—UJ‘G C then

6: return (U;,U;,U,)

7: return L

For e = 1/6, the algorithm succeed with overwhelming probability
in time O(N1-05%) ~ O(20.78n),



Conclusion

For all (up,...,un—1) in {0,1}"™
® derive all the U; and find n/2 good triplets in O(20-78")
e for each good triplet derive (Q;, @Q;) and (—Q;, —Q;) in O(27)
e derive the P;'s for the 2"/?! possible signs combinations

® check consistency



Conclusion

For all (up,...,un—1) in {0,1}"™
® derive all the U; and find n/2 good triplets in O(20-78")
e for each good triplet derive (Q;, @Q;) and (—Q;, —Q;) in O(27)
e derive the P;'s for the 2"/?! possible signs combinations
® check consistency

The complexity is

O(Qn % (20.78n + (n/2 % 22/) + on 2 1))

that is to say O(21:78") binary operations (with ¢ = log,(n)).



Experimental results

When n = 16 and the initial sequence (up, ..., up—1) is known.
o When [&] = 65111.

4 1 2 3 4 5 6
m 1000 | 1000 | 1000 | 1000 | 1000 | 1885
time 6.95 | 5.3s | 5.6s | 5.02s | 5.7s | 26.7s

® When |£| = 1099510687747.

m 1885 | 1885 | 1885 | 1885 | 1885 | 1885 | 1885 | 1885 | 1750
time 21s | 2.1s | 2.08s | 2.5s | 2.6s | 2.1s | 3.55s | 8.3s | 26.7s
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