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Building blocks



Public Key Encryption

Public key encryption scheme

e I'Keygen(1*) — [sk, pk]
e [.Encrypt(pk,m) — ¢
e I'Decrypt(sk,c) — {m, L}

IND-CCA2 security
indistinguishability under adaptive chosen ciphertext attacks



IND-CCA2

Challenger Adversary

SRV

[sk, pk]



IND-CCA2

Challenger Adversary

pk

SRV

[sk, pk] pk



IND-CCA2

Challenger Adversary

{c}

{m = Decrypt(c)} I I

[sk, pk] pk
({m}, {c})



IND-CCA2

Challenger Adversary

mo, mi

¢* = Encrypt(my) I I
[sk, pk] pk
b+ {0,1} ({m}, {c})



IND-CCA2

Challenger Adversary

{¢ + e}

{m' = Decrypt(c)} I I
[sk, pk] pk
b+ {0,1} ({m}, {c})

C*

({m'}{¢})



IND-CCA2

Challenger Adversary
b
is b* = b? | I
[sk, pk] pk
b+ {0,1} ({m}, {c})

C*

({m'}{¢})



Digital Signature

Digital signature scheme

e Y.Setup(1*) — pp

e Y Keygen(pp) — [sk, pK]

e >.Sign(sk,m) — o

o Y. Verify(pk,m,o) — {0,1}

EUF-CMA security [GMR88]

existential unforgeability under chosen message attacks



EUF-CMA [GMRS8]

Challenger Adversary

SRV

[sk, pk]



EUF-CMA [GMRS8]

Challenger Adversary

pk

SRV

[sk, pk] pk




EUF-CMA [GMRS8]

Challenger Adversary

{m}

{o = Sign(m)} v

[sk, pk] pk
({m},{o})



EUF-CMA [GMRS8]

Challenger Adversary

m* #£m,o*

is Verify(m*, o*) =17 I l

[sk, pk] pk
({m},{o})



Zero-knowledge proof of knowledge

ZK proof of knowledge

Completeness: if the statement is true, an honest verifier will be
convinced by an honest prover

Soundness: if the statement is false, no cheating prover can
convince an honest verifier

Zero-knowledge: if the statement is true, no verifier learns

anything other than the fact that the statement is
true



Schnorr identification protocol (HVZK) [Sch90]

Verifier Prover

public Yy = gm secret x



Schnorr identification protocol (HVZK) [Sch90]

Verifier Prover
commitment z = g"

public Yy = gm secret x
random r



Schnorr identification protocol (HVZK) [Sch90]

Verifier Prover
commitment z = g"

challenge ¢

public Yy = gm secret x

andar @ random r



Schnorr identification protocol (HVZK) [Sch90]

Verifier Prover
commitment z = g"

challenge ¢

answer t =r + cx

public Yy = gm secret x
andar @ random r

check whether gt = zy°¢



Fiat-Shamir transform of Schnorr protocol (NIZK) [FS87]

Verifier Prover

public y = ¢g* secret x



Fiat-Shamir transform of Schnorr protocol (NIZK) [FS87]

Verifier

public y = ¢*

Prover

secret x
commit z = g"



Fiat-Shamir transform of Schnorr protocol (NIZK) [FS87]

Verifier Prover

public y = ¢g* secret x
commit z = g"

challenge ¢ = H(g, vy, 2)



Fiat-Shamir transform of Schnorr protocol (NIZK) [FS87]

Verifier Prover

2,1

public y = ¢g* secret x
commit z = g"

challenge ¢ = H(g, vy, 2)

answer t =1 + cx



Fiat-Shamir transform of Schnorr protocol (NIZK) [FS87]

Verifier Prover

2,1
pub”c Yy = gz secret x
compute ¢ commit z = g"
check whether gt = zy°¢ challenge ¢ = H(g,y, z)

answer t =1 + cx



Signature of knowledge (SoK)

Verifier Prover

message m message m

public y = ¢* secret x



Signature of knowledge (SoK)

Verifier Prover

message m message m

public y = ¢* secret x
commit z = g"



Signature of knowledge (SoK)

Verifier Prover

message m message m
public y = ¢* secret x
commit z = g"

challenge ¢ = H(g,y, z,m)



Signature of knowledge (SoK)

Verifier Prover

message m message m
public y = ¢* secret x
commit z = g"
challenge ¢ = H(g,y, z,m)

answer t =1 + cx



Signature of knowledge (SoK)

Verifier Prover

z,t
message m message m
public y = g* secret x
compute ¢ commit z = g"
check whether g = zy¢ challenge ¢ = H(g,y, 2,m)

answer t =1 + cx



Bilinear pairing [GPS08]

G1 = (g9), G2 = (g) and G groups of order ¢
map ¢ : G1 X Gy — Gp
Bilinear: ¢(g%, %) = e(g,§)®
Non-degenerate: ¢e(g, §) # g,
Computable: computable by a polynomial time algorithm

type-3: no easily computable isomorphism between G; and
Go in either way

10



Introduction to group signatures




Idea: sketch [BSZ05]

Group Members

<

[sk, pk, usk]

a
®

Non-member

Group Manager

ﬁ

o«
lgsk, gpk]

Opening Authority

o

[osk, opk]
11



Idea: security model [BMWO03]

Correctness: each group member can produce valid signature
Anonymity: a valid signature cannot be tied to its issuer

Traceability: a valid signature must have been produce by a
group member and its anonymity can be lifted

Non-frameability: no group member can be falsely accused of

having produced a signature

12



Joining the group

Group Member Group Manager
a Interactive protocol m
1 «
[sk, pk] [gsk, gpk]
get certificate 7/usk on id register user

13



SEP framework [BMW03]

Sign: o < X.Sign (m)
Encrypt: ¢ < I"Encrypt,, (o, 7, pk)
Prove: NIZK proof 7 that everything is well formed

Signature on m is (¢, )

14



Bichsel et al. [BCN+10]

Remove encryption

e Randomize certificate 7/

e SoK 7 on m that 7/ certifies user

Signature on m is (7/,7)

ii5)



PS signatures




Randomizable signature

PS signature [PS16]

e Y.Setup(1*) — pp

pp = (Gl = <g>7G2 = <§>7GT767X = gmaX = gx)
e Y Keygen(pp) — [sk = ¢¥, pk = V]
e Y.Sign(sk,m) — (o1 = g", 09 = X" (sk)"™™)

o Y. Verify(pk,m,o) — is e(o1, X (pk)™) = e(02,7)?

Same verification equation holds for (of,05)

16



A variant of PS signatures

Remember sk = g¥
Y.8ign(gY,m) = (01 =¢",00 = Xr/mgyr)

“Remove’ X"/™, then (o1, 09) = (¢", g¥") in same “projective
equivalence-class” as (g, g¥)

17



FHS signatures




FHS signature on equivalence-class

Equivalence relation on G; x G;

(m1,m2) ~ (n1,n2) <= 3r scalar, (myi,ma) = (nf,nj)

FHS signature scheme [FHS19]

e U.setup(1*) = (G1 = (g), Gz = (§),Gr, €)
e Y Keygen(pp) — [sk, pK]

sk = (a1, ) scalars, pk = (A1, A3) = (§™, §*2)
e >.Sign(sk, (m1,mg)) = (11,72, 7)
n = (mi'ms?)', m=gY F=g/
e Y.Verify(pk, (mi,ma), (11,72,7)) — are

e(1,7) = e(m1, Ay )e(ma, Ag) and  e(m,§) = e(g,7)? 18



Randomizing FHS signatures

Reminder:
e X.Sign(sk, (m1,me)) = (11,72, 7)
n = (m{'ms?), =g 7=g"
o Y. Verify(pk, (my,m2), (11,72,7)) — are
e(r1,7) = e(m1, A1)e(ma, A3) and  e(r3,§) = e(g,7)?
Pick (m],m%) ~ (m1,ms) and a random scalar ¢':

/
(11, 72,7) signs (m1, mz) = (Tft/,TQI/t 7YY signs (mh, mb)

19



Our construction




Intuition: combining PS and FHS signatures

Y,ps-Sign(g¥,m) — (01,092) = (graXT/mgyT)

r/m

e remove X"/™: multiply og by X~
e 50 (01, X "/Ma3) ~ (g, 9")

e choose certificate to be a FHS signature on (g, g¥)

Yrus-Sign(gsk, (g,9Y)) — (11,72, 7)
Equations Xpps.Verify(gpk, (9", ¢¥"), (1], 72, 7)) are

6(717%) = e(gr7A1)e(gyT7A2) and 6(7—27.6) = 6(97%)

on the public key (A1, A3) = (5, §*2)

20



Intuition: combining PS and FHS signatures

How to really remove X"/™ from (01,09) = (gT,XT/mgyr)?

Add B = X2 to FHS public key from the PS one

21



Our group signature scheme [CS18]

e Setup(1') — pp (type-3 pairing and X, X)
e GKeygen(pp) — [gsk, gpK]
gsk = (a1, ag) scalars, gpk = (Al,AQ,B) = (gal,g‘”,f(‘”)

e upon joining, user gets (71,72, 7) certifying (g, g¥): set their
group signing key to usk = (11, 72,7, ¢Y)
e Group Manager keeps Encrypt . (5¥)

e Sign(usk,m) — (11,75, 7',01,02)
(73, 7) = (7}*, 7y, #/%) and (01, 02) = (g7, X7/™g"")
e Verify(gpk,m,(71,74,7 ,01,02)) checks whether
e(r],#) = e(o1, 4B ™)e(02, A43)  and  e(r5,§) = e(g, )
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Comparison




Comparison with other schemes

GS
Scheme Size Cost model Anonymity
[BCN+10] 1664 3e; +1ler BMW selfless
[PS16] 1280 2e; +1er BMW selfless
[DS18] 2816 5e; +1ley BSZ CPA
[DS18]* 4608 5e +6e BSZ full
[BHK+18] 4992 9e; +2e BMW full
Ours 2304 5e1 + 1ey BSZ CPA & selfless
Ours* 2304 5e; +1es BMW full

Table 1: Efficiency and security comparisons (see [CS18])
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Thank you for your attention!
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